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Abstract 

Employee privacy and surveillance in the workpIace have generated a great deal of 

interest in the past, but the widespread proliferation of electronic communications and the 

increased intensity of employee surveillance have rejuvenated the issue of workplace 

privacy. This essay addresses the issues surrounding the definition of privacy, the social 

elements of surveillance in the workplace, current legal privacy legislation, and some 

union reactions regarding employee pnvacy. It is argued that the issue of employee 

privacy is an ambiguous one for it borders on the notions of fieedom and resistance, and 

inclusion and exclusion. 1 contend that despite elements of itiïnsified workplace 

surveillance, the issue of pnvacy becomes an issue of compromise and ünderstanding. 

The essay starts off with a bief introduction which outlines how employee pnvacy 

can become comprornised in the workplace. In cfiapter two, various notions of privacy 

are discussed and privacy is located within a moral, econornic, and social context. 

Privacy becomes defined as a concept based on control, separaion, and data protection. I 

then argue that the complexities of privacy are related to economic, bureaucratie, and 

capitalist elements of the workplace, which include a discussion on the nation-state and 

discipline. Chapter three then focusses on three particular technologies and rnethods of 

surveillance, e-mail monitoring, video surveillance, and genetic screening, al1 of which 

are found within the workplace. In this chapter I argue that a discussion of privacy must 

incorporate the notions of trust, community, power, inclusion and exclusion, and the 

creation of the perfect worker. Finally, this essay investigates the ambiguous legal 

protection against pnvacy invasion and unioc reactions. 1 argue that the social concept of 



pnvacy cannot be adequately protected within the legal domah. Also, the issues of 

privacy and the surveillance of  employees are of significant concem amongst some 

unions, especially when the protection of employee data and the mental and psychological 

well-being o f  employees is at stake. 
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Chapter 1 - Introduction 

Cubicle Fortress Penetrated 

Don 't Even Bother Locking Your Door 

The door to the office is closed and the curtains are drawn, in an attempt to assure 

oneself complete visual pnvacy and physical seclusion fiom coworkers and management. 

It is impossible for the curious prying eyes of others to see through these walls. How can 

anyone know what one is typing, whom one is e-mailing to, or what one is doing on 

company time? An anonymous staff member sits in his cubicle, typing love letters to his 

mistress. Unbeknownst to him, each letter is being printed out at the other end by 

management. Another employee surfs the World Wide Web on company time, exploring 

various web sites which are not work related. 

Many employees assume that their surroundhg walls and persona1 computers 

ensure privacy, isolation, and secrecy. But the walls are thin, the persona1 computers 

become impersonal, and their self-constructed cocoons of privacy ooze information that 

could, in the end, be evidence or leverage used for future job assessments and possible 

dismissals. E-mail messages have become binary bees, leaving their stingers afier they 

have been sent, thereby providing electronic evidence for employers to investigate. 

Although e-mail messages are sent on the assurnption of privacy, they lack adequate legal 

privacy protection and thus e-mail messages cannot be considered as private 
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correspondence and thus cannot stand up in court in either Canada or the United States 

&in& 1998 :IT 1 1). In Canada, the courts are '%ecoming more cornfortable with electronic 

data," and it is almost routine to request the search and seinue of hard disk space (Lind, 

l998:ITll)- There is also Iimited escape from the beguiling eyes of video surveillance 

(Schuurman, 1993, infiared badge monitoring devices, and basic eye-to-eye observation. 

As weil, surfing the Web c m  be problematic as every quick search and site visited adds 

cnimbs to the 'ccookie" trail.' Even medical records which involve genetic testing become 

an employer's fortune telling cards, with the ability to predict one's medical future. 

Privacy has become an indescribable luxury in some workplaces, threatened by inquisitive 

and concerned management. However, in addition to violations of privacy within the 

workplace, employee privacyposes a possible threat for employers. If+ there is no 

knowledge of employee work habits and actions, too much privacy can becorne 

detrimental to employee and Company productivity. 

The workplace thus becomes a difficult area to regdate, because it is where one's 

private and public lives corne together. But the regulation of the workplace has to do with 

the regulation of employees, and herein lies the major concem. The issue of privacy has 

become a complex point of debate as privacy as a concept cannot be merely relegated to 

the act of being lefi alone. Privacy becomes a concept that becomes intertwined with 

social, legal, and moral responsibilities and relations. Thus, one must understand the 

' The term "cookie" refers to an Intemet browser mechanism whïch allows various web 
sites to retneve and record information regarding one's computer and one's Intemet 
comection while online. The information found in a cookie can be retrieved without 
one's consent or knowledge. 
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issues surroundhg workplace surveiIIance and the relationship of privacy. Only then, 

when privacy is revealed as a multi-disciplined, ail-encompassing concept, c m  workplace 

surveillance be fully understood. What needs to be done is that privacy must be explored 

fkom several disciplines, and the history of surveillance in the workplace must be 

discovered- The impact of surveillance must also be investigated in terms of how the 

employee is situated within the work environment, and, finally, the legal and union 

responses must be explored in order to ground privacy as a common concem - to place the 

concept of privacy withui the hands of the employee, albeit a difficult task. 

Therefore, the goal of this essay is to research the workplace, and to determine the 

employee/employer relationship and the relationship between surveillance, the workplace 

and society - - a task which involves defining privacy and investigating the sociological 

circumstances of workplace surveillance. Ln the end, this essay is meant to be one of 

enhanced awareness. This essay outlines the dangers of workplace surveillance; it 

attempts to explore the legitimacy of workplace surveillance and its excesses; and it 

attempts to provide a building block towards privacy self-awareness. It expands and 

elaborates the ofien simplified privacy/workplace surveillance debate in order to point out 

the potential dangers of surveillance, but also to question total paranoia related to the 

workplace experience. 

Who does the watching and why there is such a "need" for enhanced workplace 

surveillance are the major concems for employees, their employers, and this thesis. The 

invasion of privacy becomes a crucial point of contention within the workplace, because it 

is a matter of deciding how far the Iimits of privacy should extend w i t h  the workplace. 



It is a matter of deciding the focus of privacy that should and can be protected, how 

workplace privacy is being threatened, why privacy itself is such a threat to management, 

and how, if possible, we manage to balance the necessity for workplace surveillance, 

maximized employee output, and the protection of privacy. The limits of privacy depend 

on the definition of privacy and its application to the employment environment. As well, 

it is necessary to distinguish the right to privacy fiom the loss of privacy within the 

workplace. Legal protection depends on the various pieces of legislation found at the 

federal, and in Canada's case, provincial levels, that will protect the employee and the 

employer fkom counter claims. Such protection against the invasion of privacy cm also 

be found in individual contracts and unionkmployer agreements. The methods of 

workplace surveillance involve e-mail monitoring, genetic testing, and other technological 

gadgets, such as video surveillance and i n h e d  monitoring. Finally, the issue of 

workplace privacy and surveillance depend on finding a balance between employer and 

employee relations, and on challenging the distinct and not so-distinct overtones of social 

control. 

The essay is organized into four different chapters, tracing the development of 

surveillance in the workplace, the implementation of surveillance, the threat towards 

privacy, and legal and union reactions meant to deal with the invasion of privacy in the 

workplace. 



The second chapter expands on the discussion of privacy and explores the 

theoretical aspects of sweillance, arguing that the birth and continuous growth of 

surveillance in the workplace are Iinked to a capitalist rationality. Chapter two expands on 

the definition of privacy to include not only philosophical and moral defhitions, but aIso 

a social understanding. By constructing an understanding of privacy that includes various 

theoretical positions, while focussing on the issue of control, this chapter outlines the 

complexity of privacy. The chapter then shifis towards a theoretical exploration of 

surveillance by discussing modemity, the nation-state, the evolution of surveillance within 

and outside of the workplace, social control, discipline, and the economics of 

surveiilance. 

The third chapter examines the different methods of surveillance and their social 

and physical implications and the crucial relationship between privacy and the workplace. 

While the workplace and its employees are under the watchful eyes of the employer via 

surveillance, the methods and goals of surveillance have changed over time. This chapter 

examines the different modes of surveillance, outlining the unique characteristics of 

different rnethods of surveillance. Video surveillance, e-mail, and genetic screening are 

the three main rnethods of surveillance which are the focus of this study with each 

possessing a distinct feature. Genetic screening and video surveillance introduce an 

element of prediction in the workplace while the monitoring of e-mail allows for the 

interception of personal and non-personal messages, blurring the line between the public 

and private, and chdenging the notion of proprietary rights. These three methods of 

surveillance represent an intensified form of surveillance as they are more controtling than 



face-to-face surveillance. The chapter outlines the many aspects of privacy invasion in 

the workplace, addressing the issues of trust and private and public life. In addition, the 

chapter analyses the motivation behind surveillance, attempting to examine the various 

reasons behind the need for an employer to monitor an employee. The creation of a 

"perfect worker", the social relation of privacy, voyeuristic tendencies, and social control 

become the key components for instituting surveillance in the workplace. It is argued that 

although there might be a natural 'need' to irnplement a form of surveillance, there are 

other factors that must be considered. The collection of persona1 information through 

rnonitoruig ailows for an employer to rnould an employee, to create an efficient 

workplace, and to control a workplace. Information becomes a commodity, an 

employee's leash, an element needed to distinguish deviance fkom normality, and 

ultimately can be manipulated as a f o m  of control. The collection of personal 

information becomes an extension of the global community to which each of us continues 

to contribute to and feed fiorn. We become victims of a self-perpetuated surveillance 

community. 

Finally, chapter four is divided into three parts: the current public concems 

regarding pnvacy, different Canadian legal avenues towards the protection of pnvacy and 

persona1 information, and the reaction of some unions towards the monitoring of 

employees. Using a 1993 Canadian survey on privacy, the degree of privacy concems 

among Canadians is discussed, concluding that there is a general fear that privacy is being 

lost. As well, inadequate legal precedents are considered. The Canadian Charter, the 

Criminal Code and various other legislation fail to adequately protect Canada's citizens 



and employees, Outdated laws fait to cope with an increase in surveillance and the 

improvement of existing technologies, especially in the private sector, which remains 

virtually unprotected. Finally, union responses towards employee pnvacy invasion have 

been somewhat effective, but limited. Vanous unions have atternpted to incorporate 

protective measures in their collective bargainhg agreements, but these provisions are 

limited and are slowly implemented. Equally important is the need to understand the 

goals of unions when it cornes to protecting their employees. It is argued that unions have 

perhaps shifted their focus fiom the debate over employee efficiency towards protecting 

employee idormation. However, unions have yet to rank employee privacy as one of 

their main concems, even though privacy cornplaints are comrnon within the workplace. 



Chapter 2 - Privacy: Defining the Boundaries 

The Manv Faces o f  Priva- - Part I: What it Is. What ir is Not. and m a t  it can Be 

From Morality to a Cornmodiy 

From a social-psychological perspective, privacy bas been associated with 

persona1 identity and the orientation of oneself ro one's environment. Yehudi A. Cohen, 

as quoted in Derek McLean's book, suggests that '<the need for privacy is one of the 

motive forces in the individual's orientation to the world around bim...[ one] of the 

functions of the ego is to control as needed the volume and intensity of stimulation from 

other people" (L995lO). Thus, pnvacy implies fieedom and the ability to control one's 

surroundings and environment to some extent. Privacy also enables us to establish certain 

social distances dependïng on the nature of the social relationship. Based, to an extent, on 

Georg Simmel's and even Erviiig Goffinan's work on social distance, Robert F. Murphy 

examined the Tuareg of the Mediterranean and their use of the veiI. Focussing on the 

function of the veii to create social distance, Murphy made a general conclusion that 

"social distance pervades al1 social relationships," and that people in general insulate 

themselves. They do so by protecting themselves fiom others in tenns of withholding 

information and maintaining a degree of privacy which is "concretely accomplished 

through distance setting mechanisms" (Murphy, l984:5 1). It is a matter of distancing 

one's self fiom certain individuals, and when the tirne is right, allowing others into one's 



persona1 space. 

Privacy becomes an individual social action where there is a need for one to 

establish privacy oriented relations with others and one's environment- But such privacy 

then becomes relative, and perhaps misguided, since relationships with others govem us, 

and we are further bound by larger organizations with their inherent methods of social 

control. One's ability to completely regulate privacy can only exist if al1 parties and al1 

social relationships are built on some sort of mutual understanding. This has become 

increasingly difficult, however, as Edward Shils clairns, because our relationships with 

others and especially with organizations have drastically changed. The expansion of 

organizations has created difficulties, in tems of being able to govem and protect vast 

collectivities (in McLean, 1995:23). 

With the expansion of organizations cornes the expansion of surveillance and thus, 

an increase in social control. Due to the changing structures of modem society and the 

birth of the nation-state, large-scale organizations developed the ability for intensive 

systems of mass surveillance, wÏth the result that the management of personnel and 

private information becomes a crucial aspect of social control (Rule, 1973). What we are 

left with is a paradox, where one must relinquish information and pnvacy for the good of 

the organization. But such compromises in privacy are also done for the good of the 

individual. The relinquishing of information has to do with the concept of a privacy 

relation, one that involves exclusion and inclusion (Lyon, 1994). Nonetheless, the 

paradox traps those who wish to have the best of both worlds - that of privacy and that of 

safety and security. The information collected fiom individuals can be used to "protect 
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the interests they represent ...( as) information is never a neutral commodity, but entails 

advantages or disadvantages to one side or the other" (Rule, 1973:3 1 1). P ~ V ~ C Y  can thus 

be a double edged sword: it enables and disables the individual. 

Privacy is relinquished, protected, desired, needed and sacrïficed, but this hardly 

explains what privacy is and what it is no[. P ~ V ~ C Y  can be considered a moral right, a 

protection of one's interests, and a control over access to persona1 information and limited 

access to an individual. The constant desire for pnvacy demonstrates the need to exercise 

a moral right. In tems of the workplace, ccmen's craving for pnvacy is easy to 

understand, for the ability to withhold idormation may mean the ability to escape the 

reach of corporate control," but as Rule fkther points out, individuals desire privacy for 

its own sake, "simply for the inherent satisfaction of protection fkom the idle curiosity of 

others" (Rule, 1 973 :33 1). However, is the mere avoidance of curious eyes and the 

satisfaction of retaining privacy, enough to establish the moral right of privacy? 

Privacy must be given a higher value, a higher status. According to Charles Fned 

(1984), privacy is a good technique for fbrthering fundamental relations such as trust, 

fnendship, and love. Without privacy, Fried argues, these relations would not exist for 

they require a "context of privacy or the possibility of pnvacy" (Fried, 205). All three 

mentioned relations are cornrnon, in the sense that they are built on a moral conception 

"of the basic entitlements and duties of persons in regard to each other". This idea of 

cornmon relation means that there must be a recognition of an individual's basic rights of 

maximum liberty with respect for the liberty of all (Fried, 1984:206). Thus, the principle 

of morality establishes equal liberty for each person to define and pursue one's values free 



fiom undesired impingements by others (Fried, 1984:207). 

Morality becomes a universal liberty that allows one to do whatever one wishes as 

long as another person does not have any "good" reason to prevent such an act (Benn, 

1984)- This concept becomes problematic. for it is based on the notion that there is 

universal good and eM1. However, the principle of morality is not an absolute value 

system, but rather a spectrum of values based on etiiics. Values pursued are consistent 

with "an equal right of al1 persons to a sirnilar liberty to pursue their interests" (Fried, 

1984:206). Aiso crucial is the concept of respect, which is what one must possess in 

terms of observing another person's basic rights and observing the principle of morality. 

Thus, the morality that underlies these particular relations of trust, fiiendship and love, is 

the "constraint of respect for the privacy of all" (Fried, l984:207). 

Privacy, according to Fned, is therefore established through a relationship with 

others based on respect, moral considerations, and a mutual relationship of understanding 

between individuats. The existence of love, trust, and fkiendship depend on such a notion 

of privacy; however, should privacy exist without these relations it would be open to 

massive scnitiny. Privacy is the persona1 control of information which allows the 

individual to monitor the quality and quantity of information surrendered. Privacy also 

allows an individual a degree of persona1 liberty. With a guarantee of privacy, one can 

indulge in persona1 freedom, saying what one wants without worrying about thïrd parties 

listening in. Privacy gives one the fieedom of surrendering information with the hope that 

information is not intercepted. Thus, individuals would value privacy even if there was 

no love, fnendship or trust, "yet they Ieave privacy with less security than we feel it 
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deserves; they Ieave it vulnerable to arguments that a particuhr invasion of pnvacy will 

secure to us other kinds of liberty which more than compensates for what is lost" (Fned, 

l984:X 1). Beyond persona1 liberty, privacy aiIows for the control of information and 

establishes a certain context for social relations based on mutual respect. However, 

respect for others also assumes that one can ovemde curiosity which some, such as Alan 

Westin, argue is a universal human trait that provides an important function. Curiosity 

circulates information as people are on a 'need to know' basis which is necessary for the 

establishment of relations with others. This notion of curiosity and respect promotes 

group noms and expresses hidden desires through vicarious experiences (Westin, 1967). 

It is a matter of containhg curiosity without killing it, and simultaneously maintainhg 

respect. 

The control of information however, does not fully explain privacy nor its 

implications. To protect persona1 information from others is not the same as keeping a 

secret, while clairning that privacy is always desired does little for the individual stranded 

on a deserted i s h d .  There are rules, exceptions, and limits for privacy and the key is to 

decide when and where these rules apply. 

However, privacy goes beyond the philosophical inklings of rnorality, for pnvacy 

is also grounded in the more practical notion of economics. Privacy has become a 

commodity, part of the trade-off equation, where privacy is traded in retum for better 

levels of service or products. And thus privacy ventures onto a slippery slope, where as 

Paul-Andre Comeau suggests, ' k e  are lured ... by the new technologies in their attempt at 

putting a dollar figure to each piece of information." (Comeau in House of Commons 
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Standing Cornmittee, 1997: 1 O).' Caught withïn this trade off equation, it is argued that 

privacy does not even exist any more as we know it. C .  C. Gotlieb argues that most 

people do not even care about privacy any more because the sacrifice of privacy for 

practical purposes is seen as beneficial (Gotlieb, 1996: 1%). Gotlieb argues that we have 

given up our privacy, sometimes wiUingly and sometirnes reluctantly, but nonetheless we 

have given it up and in exchange we reap the financial (credit limits, licenses) and the 

social benefits (citizenship) (Gotlieb, 1996). The relationship that has thus been 

established between individuals and privacy has rendered the defuiition of privacy, as we 

know it, virtually obsolete. Privacy and privacy laws are now obsolete because it is 

confidentiality which is of prime importance and confidentiality has become a 

comrnodity. It is not the act of the invasion o f  privacy or the act of relinquishing 

- information that matters, the majority of people are more than willing to look past such 

annoyances, but now the concem is how is that information is used and distributed. The 

management of information has made confidentiality a comrnodity rather than privacy. 

Gotlieb also argues that we have it al1 wrong when we talk about privacy and the increase 

of social control. He argues that the techniques of surveillance in the workplace and 

elsewhere "are being implemented because people want the benefits that flow fkom the 

techniques, and that their adoption should be viewed, not as social control, but as 

responses to expressed needs and market forces" (Gotlieb, 1996: 164). The need for social 

control or surveillance is expressed by the 'needs' for certain benefits which result from 

the sacrifice of pnvacy. Essentially, you get out of the system what you put in it. But are 

Paul-Ancire Comeau is the Privacy Commissioner of Quebec. 
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the benefits of pnvacy so great as to ovedook other issues? An employee who has lost his 

job because of workplace monitoring or an individual who cannot obtain a loan because 

of a faulty bad line of credit might disagree. 

The moral, philosophic, and economic arguments stated above regarding privacy 

merely scratch the surface, but they pose several interesting questions and open up the 

privacy debate. 1s privacy an individual classification, is it an aspect of trust, or is it 

simply a commodity? These complexities of privacy and their relation to the workplace 

must be M e r  explored, especially in terms of the relationship between privacy and 

Somat ion.  Thus, we must explore the sociological aspects of privacy, information, and 

data protection. 

The Manv Faces ofPn-vacv - Part Ii.- The Puppet or the Pup~eteer 

Conri-olling information und Ptfvaqv 

Found in many forms, informational privacy generally means that there is a 

controllable boundary between individuals uivolving the control of information, and the 

control of physical privacy. Privacy and its boundaries are found in many different 

"states" such as individual solitude, intimacy, anonyrnity and reserve (Westin, 1967:3 1). 

Solitude is h d  when an individuai can physically remain outside of, or separated fiom, 

a group or fiom the observation of others. In contrast, with intimacy, the individual 

''claims and is allowed to exercise corporate seclusiod'(Westin, 1967:3 1). In an inrimate 
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relationship, al1 those involved can be upfiont and fia& with each other based on the 

closeness of the relationship. Anonymity occurs when one can act in public places, but is 

still allowed to seek refuge fiom identification and surveillance because the individual is a 

"strangery' in the public domain. Reserve, on the other hand, refers to the ability to set up 

a form of psychologïcal barrier where one is able to hold back information, thus creating a 

"mental distance" (West*, 1967:32). Based on these four States, privacy functions to 

create personal autonomy, emotional release, self-evaluation, and protected 

communication, al1 of which provide the individual with an arena for private reflection 

(Westin, 1967). 

Privacy provides a persona1 safe-haven for individuals where secrets c m  be 

withheld, opinions c m  be expressed, and confidentiality is of utmost importance. 

However, this does not necessarily imply that secrecy and confidentiality alone mean 

privacy. One can be secretive and maintain confidentiality, without maintainhg privacy. 

Confidentiality provides anly the means of protecting information by keeping it secure 

fiom prying eyes, while secrecy is a less intimate form of privacy. Julie Inness argues that 

we lack privacy as a fundamental right or daim because we cannot morally control non- 

intimate information (Cavoukian, 1995:30; h e s s ,  1992:60-6 1). The protection of 

information, maidy legal protection, ailows information to remain confidential, but 

secrecy has no such protection. h e s s  associates privacy with the basic notion of 

intimacy, claiming that intimacy is the core to pnvacy. Similar to Fried's argument on 

privacy where respect and to some degree intirnacy are crucial for privacy and specific 

social relations, Inness contends that intimacy is important regarding access to 
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information, physical access to individuals, and certain activities a person may undertake 

such as marrïage m e s s ,  l992:'M). Fried argued for a "commodity theory" of intimacy 

'khere information is intimate when it fünctions as a commodity fiom which 

relationships can be constmcted" (Inness, 199223 1). In a relationship based on respect, 

individuals relinquish certain information to another person or their partner. Inness 

however, argues that the sharing of idormation alone does not constitute intimacy, nor 

does it constitute a close relationship. For instance, one can share information with one's 

mechanic, information that is most likely ody  hown by that individual, yet this does not 

signiQ an intimate relationship with one's mechanic (uiness, 1992:82). Inness concludes 

that intimacy is not merely the sharing of information, but rather information "is intirnate 

if and only if it is understood to take its meaning and value fkom our love, liking or care" 

w e s s ,  1992:83). Therefore, the sharing of information in a relationship is only intirnate 

if one values the access of intimate information. The value of intimacy is drawn fiom a 

personal view, from those involved in the relationship. Therefore, pnvacy "amounts to 

the state of the agent having control over decisions concerning matters that draw their 

rneaning and vahe fkom an agent's love, caring or Iikingyy (Inness, 1992:9 1). Pnvacy 

claims allow for control over intimate decisions. This leads us to the argument regarding 

privacy as the ability to control information, or the ability to deny access to an individual 

through physical or psychological separation or isolation. 

h e s s  states that pnvacy must be looked at from two different perspectives. On 

the one hand, pnvacy can be antithetical to publicity; its function is to separate individuals 

fiom others, "restncting the access others have to particular areas of her life [and] 
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accordingly [it is] a c l a h  to privacy [which] becomes a claim to have these areas of life 

separated fiom the world" (Inness, 1992:5-6). On the other hand, Inness points out that 

privacy, referring to privacy and access-control, rnight not be necessarily in opposition to 

publicity, but rather it provides an individual with control over certain aspects of one's 

life. Separation-based theones of privacy describe privacy as an attempt to separate 

oneself h m  the cornmunity. However, such solitude is the result of the detrimental side 

of privacy, according to Deckle McLean. Access-control privacy, the ability to limit the 

physical access and to avoid outside observation, can be dangerous because to be 

shrouded in mystery results in cornmunity fear (McLean, 1995:62)'. In consequence, 

there must be a balance of access-control privacy, where control is limited yet effective. 

An excess of access-control can create "tension that cornes from having unknowns in a 

community, or the instability that results when al1 cornmunity units are private" (McLean, 

1995:63). 

Inness argues however that the separation-based definition of privacy is 

inadequate. Even though limited access might result in privacy, such separation does not 

mean that privacy is solely based on limited access. Separation £tom others does not 

necessarily achieve a form of privacy (Inness, 1992:43). To be accidentally locked in a 

room where one can neither be looked at nor listened to does constitute privacy in terms 

of being separated fiom others. However, the value of that person's privacy is a negative 

one, for that individual would not want to be necessarily locked up. Thus, their desire 

McLean's point touches on a point that Stephen Nock (1993) argues, that of cornrnuni~. 
However, Nock, as we shall find out later in the essay, associates the mystenes of 
individuals to an increase of privacy which is why we need surveillance. 
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would be for a loss of privacy, for their space to be invaded, for the door to be unlocked 

(Inness, 1992:42). The person imprisoned in the room "no longer expenences privacy 

because [they lack] control over who looks at [them]" (Inness, 1992:43). In this situation, 

there is an undesirable lack of privacy even though one is separated from others- 

Separation is a neutral concept until it is put into a certain context. Thus, privacy 

becomes neither desirable nor undesirable. Also, if privacy is based solely on separation, 

no matter whom one encounters, pt-ivacy would be lost m e s s ,  1 992:43-44). 

As for control-based explanations of privacy, it is not only a matter of hiding in a 

room with the door shut or denying physical access to others, but dealing with the fact 

that an individual has Xonnation that can be surrendered when he or she wishes. 

Therefore, one can be part of the cornmunis. and yet remain private by not sharing certain 

information. Inness points out that control-based explanations of privacy succeed where 

separation-based theories failed. Controlling one's personal information is a positively 

valued condition and a f o m  of autonomy. Control-based privacy allows one to be in the 

presence of others without Iosing pnvacy, as one can allow others into an intirnate 

relationship where privacy and control of information are compromised. Control-based 

privacy can deal with privacy violations and threats that do not necessarily have to do 

with access m e s s ,  1992:47-5 1). Thus, in order to define privacy, it is a matter of 

decicihg if privacy is an act of separatim or an act of control. Inness argues that privacy 

is a value based on both separation and control. Therefore, the value of the experience is 

important in determinhg if privacy is being achieved. 

Inness' arguments regarding separation-based and control-based forxns of privacy, 
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and Fried's notion of m s t  provide some of the groundwork for privacy in the workplace, 

even though these dennitions of privacy do not deal specifically with informational 

privacy. In terms of the workplace, the monitoring of an employee does not enable her to 

ultimately control what information is being collected. Granted an employee c m  modie 

behaviour so as to appease those who are doing the monitoring, but this does not 

necessarily allow the employee to control idonnation, either work or non-work related. 

Also, it is not a viable option for an employee to separate &self and his information 

fiom CO-workers and management, as management needs a certain degree of employee 

information in order for the Company to operate efficiently. The sharing of information 

within the workplace creates a howledge-based community- The exchange of 

information and the knowledge of employee work habits becomes an important aspect of 

ninning a business. However, whether the sharing of information creates an equal 

knowledge-based "partnership" between employee and employer is questionable. The 

type, amount, and value of information that flows between both parties becomes a crucial 

point of contention. The sharing of information does not automatically supersede 

employee pnvacy or the control of private information, but rather adds a contentious 

element to the employeelemployer relationship. 

There is also a relationship between trust and privacy that must be accounted for. 

The issue of privacy and the world of strangers we live in bas been appreciated ever since 

the work of Georg SirnmeI (Webster, 199556). Simmel pointed out how "disorienthg 

and also often liberating the transfer fiom cIosed cormnunïty to a world of strangers can 

be" (Webster, lW5:56). The fîagmentation of society might depersonalize individuals, 
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but it might also empower them, freeing them f?om social structures and institutions. 

Frank Webster claims that "we have emerged fiom a world of neighbours and entered 

what has increasingly become one of strangers ... here we have the old theme in social 

science of a shift fkom community ... to associations which involve the mixing of people 

unknown to each other" (Webster, 1995:56). Trust is not necessarily a premise for 

privacy, but as Nock (1993) would suggest, a lack of privacy has increased tnist through 

surveillance. 

Nock claims that we have more privacy now than ever before, and thus we live in 

a world of strangers. Thus, Nock suggests that through the use of surveillance and the 

maintenance and verification of reputations that an element of trust can be established and 

strangeness eliminated. Therefore, surveillance is the cost of privacy (Nock, 1993: 1). 

Privacy grows as long as the population grows, and thus there is a need for surveillance. 

His daim of too much privacy is an interesting departure fiom the more common 

arguments of a loss of privacy. As William Bogard argues, Nock's c l a h  of too much 

privacy is a good one and saying that "information compensates us with a disenchanted 

fom of trust in societies where pnvacy has become the predominant experience," is not 

wrong, but he fails to Say that privacy or strangeness "itself cornes in informated fonns 

today" (Bogard, 1996: 149). Bogard argues that information c'simuIates the social in its 

entirety," and that privacy still exists, but is now cleaned up, constmcted, and is part of a 

hyper-controlled experience (I30ga.d~ 1996:149). It is not that we have necessarily lost 

trust and privacy, but that privacy has changed; it is a different fonn of privacy h m  the 

one we used to know. Trust and privacy now become part of a simulation mode1 where 
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"'nformation networks substitute what 'passes' for a society based on reciproci ty... and a 

digital simulacmm of the social order" (Bogard, 1996: 149). Privacy now becomes a 

constnict, an informated privacy ,"a cold simulacrum of privacy," which finds itself in a 

virtual world, not a world hidden fiom surveillance, but an "already staged, programmed 

isolation and strangeness"(Bogard, 1996: 149). 

Another aspect of privacy that must be noted is the relationship between privacy 

and protection. By this 1 mean the protection of information and protection against 

"unwarranted access or disclosure," as opposed to privacy being seen as a "state that one 

might seek to attain" (Gandy, 1993: 194). In this case, privacy becomes a protection 

against threats and becomes a dimension of power where, as Kenneth Laudon suggests 

"privacy is a value which describes a power differential between the actor who seeks 

access and the individual who seeks to lirnit it" (Gandy, 1993: 194). The relationship of 

power demonstrates a continuum with individual informational moral supremacy at one 

end and 'tomplete supremacy of the organization and its needs for efficiency," on the 

other (Laudon in Gandy, 1993: 194). The notion of informational control becomes 

challenged by efficiency. Within the workplace, the employee constantly and implicitly 

provides work performance information as well as non-work related information during 

any given day. The control of that information is what becomes a major concem for the 

employee in addition to the explicit and implicit measures of monitoring and 

surveillance, 



Privacv and its Rehtionship to Surveillance and the Worklace 

Modemity, Modern Society, and Surveillance 

The enhancement of surveillance is closely related to the development of the 

nation-state, the nature of capitaiism, and industrialism. The formation of the nation-state 

and its encompassing relations, gives a brief glimpse into modernity and the cornplexiùes 

of modem history (Giddens, l985:M). An appropriate explanation of modem society and 

modem institutions, according to Anthony Giddens, requires a diagnosis of modernity, an 

andysis of "society", an explanation of disembedding mechanisms, and the reflexive 

appropriation of knowledge (Giddens, 1990: 10-53). First of all, Giddens argues that 

modernity is "mdtidimensional on the level of institutions," in that both industrialism and 

capitalism are components of modem capitalist society and of the nation-state (Giddens, 

1990:12). Modernity is irreducible to either capitalism or industrialism, but embodies a 

combination of both. Secondly, "societies" as we know them, should be referred to as 

nation-states, incorporating the intricacies of the nation-state and its relations with 

poli tical power, surveillance, and citizenship. Nation-states s hould be characterized as 

social communities which radically contrast with pre-modem States (Giddens, 1990: 13). 

However, both society and nation-state are not synonymous terms, but rather the "nation 

state is a particular kind of society, one created very recently in world history" (Webster, 

l995:58). As Webster explains, Giddens' concept of the nation-state "must be examined 

as an artifice ... the nation state is not a 'society', but a particular type of society that has 
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distinctive characteristics" (Webster, l995:58). With this notion of society, it must also 

be understood that social systems deal with the problem of order through time-space 

distantciation - "the condition under which time and space are organised so as to connect 

presence and absence" (Giddens, 1990:14). The problem of order has to do with the 

integration of time and space. There is an intimate comection between modernity and the 

transformation of time and space because the coordination of time aIlows for the controI 

of space (Giddens, 1990: 18). With the organization of tirne and the control of space, 

organizations and modem States are able to comect the local and the global, expanding 

their reach. The result is globalization and the expansion of capitalist society (Giddens, 

1990: 18). 

Thirdly, the disembedding of mechanisms is the "reorganization of social relations 

across large time-space distances" based on symbolic tokens, expert systems, and trust. 

As individuals, we put trust into certain symbolic items, such as money, which essentially 

functions as a bracket for time and space. Money acts as a bracket for time and space 

because the presence of individuals is not necessary during transactions, and money itself 

is trusted because it has an inherent known value. Similar to money, forms of 

identification, or using Nock's terrns, ordeals and credentials, become mediators and 

signifies of trust. Time and space are no longer problematic as these symbolic items 

replace an element of interaction between individuals. Expert systems are organized 

environments where external, most likely unknown individuals, have put their knowledge 

into creating one's environment. Thus, expert systems are disembedding mechanisms 

because ''they remove social relations fiom the immediacies of context" (Giddens, 
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1 WO:28). Surveillance helps this reorganization of relations through the collection of 

information. The information gathered grounds these symbolic items, giving them 

credibility. Finally, modem societies and modernity are involved in the reflexive 

appropriation of knowledge which involves the monitoring of one's self. Giddens argues 

that the "reflexivity of modem social life consists in the fact that social practices are 

constantly examined and reformed in the light of incoming information about those very 

practices, thus constitutively d t e ~ g  their characters" (Giddens, l990:3 8). It is the 

continual generation of knowledge and the circulation of said knowledge, that provides 

ccnstant change. It is not a matter of dealing with what is new, but rather a matter of 

reflecting on what is known and thus, never being certain if knowledge will be revised. 

It has been commonly assumed that the late twentieth century marks the era of 

information. Ho wever, Giddens argues that modem societies have always been 

predominantly information societies, with the basic recording of information already 

being performed. Giddens' 'theonsation leads one to argue that the heightened 

importance of information has deep historical roots," and does not signify a necessary 

break in history or break fiom other systems (Webster, 1995:52)4. The nation-state 

represents a society concerned with the constant surveillance of its citizens through the 

gathering and recording of idormation. The key difference in modem societies compared 

to pre-modem societies, is the increased intensiv and the intmsiveness of modern day 

surveillance and data collection. In order to understand the reason behind the 

Mark Poster's (1990) argument of a break in history with the mode of information is an 
important point and one that d l  be discussed later in the essay. 
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enhancement of surveillance in the nation-state, it is important to clariw the development 

of the nation-state and its relations to capitalism and industrialism. 

Modem capitalist society must be understood as a relationship between capitalism 

and industrialism. Modem society is no longer reducible to either capitalism or 

industria~ism, for the nation-state, according to Giddens, invo~ves both industrialism and 

capitalism and the forming of a 'capitalist society'. The nation-state is a relatively new 

type of society emerging over the last four centuries with the expansion of industrial 

capitalism and gIobalization. The conneetion between capitalism and the nation-state is 

based on the European state system being able to finally accornrnodate capitalist 

accumulation. Although capitalist accumulation was predorninant fiom the sixteenth to 

the early nineteenth centuries, it was the changes in class-divided societies in terms of 

time-space organisation, not necessarily the centralisation of state power, which furthered 

the connection between capitalism and the nation-state (Giddens, 1995: 188). The late 

eighteenth and early nineteenth centuries marked the beginoing of the capitalist and 

nation-state phenornena with the cornmodification of  time, the "wholesale transformation 

of labour into wage-labour," and the transformation of the city-countryside relation 

allowing for the creation of one urban space. 

The relation between the nation-state, capitalism and globalization is based on the 

concept of 'world time'. World tirne, a concept introduced by Eberhand, refers to a 

sequence of events that can have potentially different consequences in different phases of 

world development (Giddens, 1995: 167). Hence, there are connections between societies 

of differing structural types - referred to as time space-edges (Giddens, 1993 : 19 1). These 
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comections are similar social events which rnight have "quite dissimilar implications or 

consequences in different phases of world development"(Giddens, 1995: 167)- Giddens 

argues that the sirnilarities between societies result in different consequences. These 

consequences depend on how societies became shaped by 'outside' influences and how 

different societies were able to deal with the bracketing of time-space (Giddens, 

1987: 153). Thus, different societies have spanned different Iengths of historical time, but 

as societies overlap in existence, they exist along time-space edges. Capitalism, for 

example, has injected a m e r  set of such the-space edges, existing along the the-space 

edges with class-divided and tribal societies (Giddens, 1 995 : 1 68). Thus, with these 

connections, capitalism has initiated "the creation of an intersocietal system that is tmly 

global in scope" (Giddens, 1995: 168). Differing nom traditional societies and absolutist 

States, the nation-state involves the delimitation of temtorial boundaries and the 

dissolution of the city/countryside relations. Fluid boundaries now become defined along 

with the creation of an urban space. Polyarchic nation-states rely on high administrative 

concentrations, achieved via surveillance and '%e altered nature of the dialectic of 

control" which such intensified surveillance produces (Giddens, 1 985 :4). Based on the 

combination of industrialism, which includes the use of inanimate sources of material 

power, the mechanization of production, the manufacturing of production and the 

centralized workplace, and capitalism, which involves the cornmodification of labour and 

production, the nation-state and its administrative power are formed. Essentially, the 

cccommodification of labour-power A s  a phenornenon that directly connects the class 

system of capitalist society with industrialism as a form of production" (Giddens, 



1985:142). 

The expansion of administrative power is another basic point of comection 

between industrialism and capitalism. Writing and the keeping of records have always 

been modes of administrative tabulation, and not necessarily a representation of speech 

(Giddens, 1985:41). Wnting has its own distinctive characteristics; it is an independent 

mode of language-use. Giddens argues that sentences "have a predicative character ... 

[which] fumishes them with the capacity of reference" (Giddens, 1 985:42). The 

gathering, storing, and use of information "about social activities and about events in 

nature ... is fundamental to the existence of organizations" (Giddens, 198246). Such 

extensive administrative power, based on the expansion of suweillance, allows for the 

organization and coordination of hurnan conduct in the workplace, as well as outside of 

the workplace. Surveillance becomes crucial in the coding of information as well as an 

essential element of power. According to Giddens, 'cadministrative power can only 

become established if the coding of information is actually applied in a direct way to the 

s u p e ~ s i o n  of human activities, so as to detach them in some part from their involvement 

with tradition and with local cornrnunity iife" (Giddens, l985:47). 

However, it is the impact of electronic cotllfllmications on the timekpace 

relationship which has facilitated administrative power in a capitalist society. The 

distance between point A and B, and even the distance between time interval A and B 

have become compressed. By controlling space, modernity tears space away from place, 

as space can be represented without referring to a certain locale (Giddens, 1990: 19). 

Traditional t h e  and space relations took place in particular locales, but capitdism alters 
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these relations, tuming time and space into commodities (Tucker, 1998: 1 13). Place, the 

physical and symbolic locale, "loses its particularity and becomes a form of "fictitious 

capital," as space becomes comrnodified - soId and bought like any other cornmodity" 

(Tucker, 1998: 1 13; see also Giddens, 1987: 150). The tearing of space fiom place also 

involves the separation of the home and the workplace, which is "only one aspect of 

broader processes of time-space regionalkation involved in modernity" (Giddens, 

1987: 15 1). New categories of home and work are created through the transformation of 

space into a commodity and new relationships between the public and the pnvate emerge. 

The needs of capital become the dominant force as new spaces, such as modern urbanism, 

are created to adapt to these very same needs. As Kenneth Tucker summarizes, ctemporal 

and spatial processes wrought b y capitalism shape how everyday life is experienced, 

while creating new categories of home and work" (Tucker, 1998: 1 13). 

The importance of separating time and space, the ability to separate "irnrnediate 

communication fiom presence," allows for institutions to organize across tirne and space 

and thereby "initiate developments in modem culture that ... are basic to the emergence and 

consolidation of the nation-state" (Giddens, 1985: 14). It is the formation of the nation- 

state that, in the end, has reconstmcted forms of power, discipline, and administrative 

order based on intense surveillance. Older bases of power, such as absolutism and 

despotism, can be considered obsolete with the emergence of the nation-state and 

improved communications. As Giddens points out, "the accumulation of relevant 

information on disparate and geographically dispersed people becomes an imperative 

aspect of any government's aim of holding such people together within one bounded 



territory, the nation state" (in Lyon, 1988:97-98). 

The nation state has intensified surveillance, expanding on the printed material 

that recorded events to present-day electronic communications. Printing enlarged the 

administrative power of the state, as data collection became "part of the day-to-day 

operation of the state, although of course not limited to ity7 (Giddens, 1985: 179). What is 

of key importance is the increase of stored records, records which were no longer merely 

tax records and population statistics, but also included "moral statistics" which referred to 

suicides and divorces. These statistics became "complete~', excluding no one and 

incorporating al1 aspects of &y-to-day life and these characteristics of surveillance could 

now be implemented with greater intensity in the workplace. Thus, with the storage and 

control of information, suweillance is considered "the mobilizing force behind 

administrative power ...[ andl the prïmary means of the concentration of authoritative 

resources involved in the formation of the nation-state" (Giddens, 1 985: 1 8 1). 

This intense surveillance can be found in the workplace, which, with the given 

''dynamism which the insulateci economic sphere injects into other institutional arenas," 

will have a great impact on other areas of Life (Giddens, 1985: 145). The focus on the 

workplace is linked to the centrahzation of the workplace caused by industrïalizatioo, 

where "manufacturing operations can be concentrated and CO-ordinated" (Giddens, 

1985:144). Giddens' work becomes quite useful when looking at the workplace, as he 

himsetf, according to Webster, "does not ignore the part played by capitalist endeavours, 

stating tartly that 'surveiilance in the capitalist enterprise is the key to management"' (in 

Webster, 1995:7 1). Expanding on Giddens work, Webster argues that surveillance has 
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gone beyond the shopfloor, including everyone in the corporation, which is a requirement 

for effective corporate activity (Webster, 1995:72). Such a discussion of Giddens by 

Webster on surveillance leads him into the common, and soon to be discussed, topics of 

Taylorism and self-discipline. 

Finally, the nation-state has become a crucial point in the development and 

organization of people's identities. The nation-state embodies modernity, fragmentation, 

individuality, and identity. In this deeply historically rooted information society, in what 

Giddens refers to as "hi& rnodenilty," the contemporary world is built around heightened 

surveillance and the nation state (Webster, 199552)- Al1 States have been information 

societies but with its "high degree of administrative unity," the nation-state brings the 

gathering and storage of idonnation to a higher pitch (Webster, 1995; Giddens, 

1 9 85 : 1 78). Also, in addition to the convergence of tirne, space and administration, the 

relationship between warfare, internal pacification, and identity is a crucial one in the 

explmation of surveillance in the nation-state. With the waging of war, there has been a 

need for the nation-state to monitor its citizens, to secure and safeguard its population, 

and to become informed of the identities of the populace. Thus, citizenship rights are 

achieved where a contractual agreement with the citizens of the nation-state is created. 

Surveillance has been propelled by this need for internal pacification (Webster, l995:68). 

As Webster nicely sumrnarizes, "it is the extension of the nation-state and its intirnate 

concerns with war and defence, in the growth of citizenship rights and duties, and in the 

extension of corporate capitalism ... that we can see what may be better termed, not the 

'information', but the surveillance society"'(Webster, 1995:73). 



Beyond the Prison WalZs 

With the expansion of surveillance and administrative power, the issue of privacy 

becomes an increasingly crucial concern. Discipline and power become intertwined with 

surveillance, while the gathering and storage of information via increased surveillance, 

allows for the categorization and classification of individuals. For Michel Foucault, the 

historical process leading toward an increase in surveillance and the classification and 

categorization of individuals c m  be linked to methods of punishment. These methods 

have evolved from the "crude" spectacle of punishment towards the adoption of 

disciplinary practices. With this change in punishment, the criminal body h d s  itself 

involved in a new relationship, where the body is no longer property which is "owned", 

but rather part of the machinery of the discipline of power. The abandonment of public 

executions "marks a slackening of the hold on the body," and the body now becomes 

"caught up in a system of constraints and privations, obligations and prohibitions" 

@oucault, 1979: 1 1). Now the punishment of criminals results in confining prisoners to 

cells, as the body of the condemned person becomes 'the p r o p e q  of society, the object of 

a collective and useful appropriation" (Foucault, 1979: 109). 

With this method of pend punishment, the prisons themselves exemplie 

disciplines of power, as the body becomes part of a larger organized structure, part of a 

new order. The prison becomes a technology of power, where power is not the 

prerogative of the dominant class and cannot be held, but rather is ubiquitous and al1 

encompassing, independent of those who exercise it. The prison, and in Foucault's case 
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the Panopticon, is an all-seeing, self-regulating prison, providing a prime example of the 

technology of power "realized through the practice of disciplinary classification and 

surveillance" (Gandy, 1 993 :9). With the Panopticon, the discipline of power allows for 

the arrangement of bodies and t h e  within a physical environment. It is not merely 

assigning bodies to a specific timetable, but rather, the use of time is exhausted, as it 

becomes a 'Question of extracting, fkom tirne, ever more available moments and, from 

each moment, ever more usefiil forces" (Foucauk, 1979: 154). Within the prison, the 

prisoners can be constantly monitored. It is this sunieillance that brings power, as 

discipline becomes an integrated system "Iinked fiom the inside to the economy" 

(Foucault, 1979: 176). Discipline creates an effective machine, within prison, as the body 

can be placed, moved, and monitored. Individuals are "created" in terms of being 

objectified and subjected to discipluiary power which regards them as "instruments of its 

exercise" (Foucault, 1979: 170). Thus, discipline and power are crucial elements in the 

expansion of surveillance. 

DiscipIine, although not situated or identified by one institution done, brings the 

effects of power to the most minute elements of everyday life, expanding the distribution 

of power relations throughout society (Foucault, l979:2 16-2 17). Bodies are surveilled 

not only in prison, but also outside the walls of the prison, for the Panopticon applies in 

other institutions such as hospitals, clinics, and factories. Oscar Gandy expands the 

concept of the Panopticon, arguing that the panoptic sort applies even beyond the walls of 

any institution as individuals become objectified through surveillance and the discipline 

of power. Thus, a body of knowledge is accumulated regarding these bodiesicrimina1sl 
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patients, which allows for the classification and categorization of individuals, as well as 

the cornparison of these individuals to each other and the noms of society, consequently 

validating or disquaLimg individuak. T h e  and space have been ordered via the 

Panopticon and discipline as power. The control of the body, the control of groups and 

the control of knowledge have been brought together. The Panopticon "locates 

individuak in space, in a hierarchical and efficiently visible organization" (Foucault, 

1984: 19). The prison has become a technology of power where "the power to punish, 

which no longer dares to manifest itself openly, silently organizes a field of objectivity in 

which punishment will be able to fünction openly as treatment and the sentence be 

inscribed among the discourse of knowledge" (Foucault, 1 979:256). This discipline of 

power and power relations, does not solely stay within the prison, but rather flows 

throughout society, penetrating our everyday lives. 

Information Capitalisrn 

Similar to Giddens' argument regarding capitalist society, Rob Kling and Jonathan 

P. Allen link the new computer technologies and large scale record keeping to 

information capitalism (Kling and Allen, 1996). Dealing with the intemal aspects of 

organizations, information capitalism links both the information and traditional dynamism 

of capitalist enterprise (Kiing and Allen, 1996: 107). Information capitalism is a "set of 

management practices ba t  encourage the use of data-intensive techniques and 

computerization as key strategic resources of corporate production" (Kling and Allen, 



1996: 127)- The constant pursuit of information explains modern society7s growing 

interest in extensive surveillance and the establishment of indirect relationships between 

individuals, where everyday activities are carried out with people who are not seen or 

even known to exist Wing and Allen, 1996:114). It is not enough to explain the cirive 

behind surveiHance and the accumulation of information as a rnere need, or improvement, 

or as an expansion of bureaucracy. Instead, surveillance is a strategy used to rnaxirnize 

the use of technology in society by placing more weight on the "intemal configuration of 

organizations and the strategies and interests pursued" ming and Men, 1996: 1 12). 

Surveillance is not simply needed to "enforce the noms of client behaviour or to improve 

bureaucratie efficiency" (Kling and Ailen, 1996: 107). The development of new 

meillance systems and information capitalism is done through an intemal restructuring 

of corporations, and the creation of data-intensive management techniques important for 

information capitalism. 

The formation of information capitalism has been stimulated by major social 

transformations, including the increased mobility of populations, the increase of indirect 

social relations, and the growth of nationwide organizations. This allows for the 

enhancement of information gathering, the ability to analyse records and the ability to 

predict future clientele. Kling and Allen refer to the constant pursuit of data-intensive 

strategies as idormation entrepreneurialism ( K h g  and Allen, 1 996). This general 

increase in surveiIlance, with individuals becorning increasingly monitored and arguably 

moved, categorized, classified, and validated, increases privacy concerns. Information 

and knowledge becorne accumulated, manipulated, and part of a medium of power which 
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increases with electronic commurtications and information technology. Governed by 

others, persona1 information becomes increasingly important, as such information 

becomes much more accessible by those that collect it. Within the prison walls, a lot of 

information is accurnulated through observation, but with the panoptic sort, the eyes of 

surveillance become more difficult to avoid and thus privacy becomes threatened. 

The Economics qf SurveilZance 

Economic OnrZgr*ns of tlze Transfomation of Work and WorkpZace Surveillance 

Ranging in use from average sized stores and restaurants to large scale 

corporations and factories, workplace surveillance has become an important ingredient in 

the success and functions of any business. From fast food restaurants, such as 

McDonald's, to large factories such as General Motors, the surveillance of employees, 

managerial or other, has become a common practice (Garson, 1989; Shaiken, 1984). 

Surveillance allows management to gather work-related information and evaluate its 

workers based on such data Workplace surveillance also allows corporations to counter 

worker downtime, pinpoint worker inefficiency, increase productivity, maintain an 

effective, organized and calculated environment, and maintain and increase social control. 

The surveillance of employees is no longer entirely surprising, since the fact is that 

surveillance within the workplace is not ody common, but has deep histoncal roots 

within capitalism and the industrial revolution. As James Beniger argues, previous pre- 



capitdistic labour gave way to an intensified, scientifically managed, labour driven, 

information based, socially controlled, bureaucratized, and rationalized'workplace, alI of 

which are sustained and fbelled by intense, alrnost omnipotent surveillance. The 

surveillance of empioyees arose with the birth of the capitalist era, the impact of the 

control revolution (Beniger, 1986) - which is the social need for the organization and 

control of information and the eventual exploitation of information - and the emergence 

of the information society. 

The birth of capitalism was not necessarily an easy transition for the cornmon 

worker. Cornfortable in the ways of a self-reguIated daily work schedule, workers 

became pressured into a capitalist system in which they were not entirely comfortable. 

Dandeker states that "workers were for the most part non-accumulative, non-acquisitive 

and accustomed to work for subsistence rather than for an incentive based, 'rational' 

maximization of income" (Dandeker, 1990: 178). Since these workers were 'thrown' into 

capitalism, a system based on increasing the intensity of labour and increasing 

productivity, modem capitalism faced immense and stubbom resistance fi-om its workers 

(Weber in Thompson, 1963:356). Thus, there was an incrsased need for factory discipline 

and an increasing need for improved managerial control. The worker had to be adapted to 

the discipline of the machine, creating what Andrew Ure calls a union between capital and 

science - reducing "the task of his [management's] work-people to the exercise of 

vigilance and dexterity" (in Thompson, 1963 :36O). 

Max Weber argued that it was necessary to see capitalism as a "moral 

prescription," a force that bound al1 members of society, and not necessady as a desire to 
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make money (Cuuort and King, 1989:48). Weber argued that the pursuit of gain, of 

money, has in itself nothing to do with capitalism, but d e r ,  the spirit of capitalism finds 

its origins in the rational organization of fi-ee labour (Weber, 1963:32). Unlimited greed 

for gain is not identical to the spirit of capitalism (Weber, 1963:32). However, capitalism 

is the reinvestment of capital as itself the ultirnate purpose of life, rather than indulgence 

in worldly pleasures (Weber, 1 93 O:%). According to Giddens ' interpretation of Weber, 

Weber is concerned with the rational organization of labour, which means that work is 

routiaized and tabulated, and a capitalist enterprise implies a disciplined labour force and 

the constant investment of capital (in Giddens, 1930:xi). Weber also argued that there 

was a calling, a soa of ethical obligation apparently directed toward profit (Weber, 

l930:75). But it was not profit and a desire for wealth alone that drove capitalism; 

iostead, Weber argues that through the concept of 'calling', a moral obligation to fulfill 

daily work in God's grace was provided. But the Protestant 'calling' was not enough to 

evoke the spirit and morality of capitalism, and Calvinism, where the religious believer is 

a tool of the divine will and is driven by a doctrine of predestination, becarne a driving 

force for capitalism (Cuuort and King, 1 989:5O; Weber, 193 0: 1 14). A predestined fate, 

either to be saved by the grace of God or to be ever damned, relegated individuals to a 

world of uncertainty. But a world of uncertainty does not mean a world without hope, and 

thus even though material success in life did not guarantee salvation, it was seen as a 

possible sign of grace - the Calvinist "creates his own conviction, or as would be more 

cokect, the conviction of if' (Weber, 1963:36). Thus, it is the bleakness of damnation 

and the will of conviction that drove capitalism. As Weber concludes, "one of the 
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fiindamental elements of the spirit of modem capitalism, and not only of that but of al1 

modem culture ...[ is that a] rational conduct on the basis of the idea of calling, was 

bo m... fiom the spirit of Christian asceticism" (Weber, 193 0: I 80). Therefore, work is 

given a rational quality, laying the foudations for "capitalistic modes of thought" 

(Cuzzort and King, 1 989 53) .  

The early need to intemi@ production "was the driving force behind the 

establishment of early factories and workshops," as the factory "became a pedagogic 

institution where ... the new standards of conduct and sensibility would be learned" 

(Zuboff, l988:3 1 &3 3). The factory became the breeding ground for workplace 

surveillance. The gathering of workers in one central location - the centralization of 

employment - allowed management to intensifi control (Braverman, 1975:65). Even 

before the rise of industrial unionism and social control, Braveman suggests that earl y 

forms of workplace domination were found in the 1 8h century, based on econornic, 

spiritual, moraI, and physical forms of domination (Braveman, 1975:67). Shos hanna 

Zuboff points out that some types of labour discipline Uivolved fines or simply the 

elimination of a worker or a job. The elimination of one's job became an option with the 

introduction of steam power which threatened manuaI labour (Zuboff, 1988). 

Nonetheless, measures were taken to increase productivity and intensiQ the labour 

process. Such a need for discipline within the factory resulted in scientific management. 

Taylorism and scientific management allowed producti~ty to be increased with 

the streamlining and rationalizing of factory operations (Zuboff, 1988). The scientific 

management of the workplace by Frederick Taylor, was meant to deal with the rise of 
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mass production. The scientific management of factories was based on time and motion 

studies which helped establish work standards and quotas (Marx and Sherizen, 1986:63). 

Scientific management involved the process of controlling and evaluating the worker, 

integrating this evaluahon with detailed control of production, through "'planning and 

monitoring production by a means of new centrai management staff' cyan, 1994: 124). 

Gary Marx and Sanford Sherizen point out that in ccmany ways, contemporary m o n i t o ~ g  

is a continuation of Taylorism" (Marx and Sherizen, l986:64). However, current 

worlcplace monitoring and surveillance in general, has been tremendously enhanced and 

now focuses not only on the assembly line, but the front office as well (Marx and 

Sherizen, 1986:64). Taylorism brought to the factory a much needed establishment of 

management methods, a scientifically oriented organization of labour and a system of 

social control @raveman, 1975:85&90). Through the tramferring of knowledge fiom 

workers, management would be able to eliminate worker decisions and control the actual 

mode of performance (Braverman, 1975:90). No longer were the workers necessarily 

responsible for deciding how and when to do certain tasks, but instead, their jobs became 

fragmented and routinized. The gathering of worker data allowed the creation of a new 

division of labour and the fragmentation of jobs, while a newly organized management 

was responsible for the "control mechanisms needed to ensure regularity and intensity of 

effort while also supplying data" through the reorganization of worker's knowledge 

(Zuboff, 1 98 8:43). Therefore, Taylorism established a f o m  of surveillance in the 

workplace that depended on management gathering information regarding specific jobs. 

The information was then used to establish specific, specialized, and fragmented jobs. 
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Already specialized tasks became even more specialized, as they were broken down to 

their simplest component. However, as Graham Sewell points out, information does not 

constitute knowledge per se, as Taylorism involved "obtaining knowledge [and] 

proceeded through the gathering and systematic analysis of information ... and then through 

reducing it to empirically derived and universal laws" (Sewell, l!N6:788). Sewell argues 

that the representation of knowledge in its empirical form is extremely difficult, and thus 

"Taylorism is unable to elicit fully the knowledge exercised by the industrial worker" 

(Sewell, 1996:788). Workers are still able to incorporate their own persona1 knowledge 

and the goal for managers should be to incorporate the new knowledge. Thus, various 

worker-performed tasks wodd continuously produce data which would be used by 

management to reevaluate the monitored tasks. 

Taylorism and the move towards capitalism are not the only factors to be held 

responsible for the current modes of surveillance found within the workplace. Societal 

transformations and the transformation of work combined social control and the 

management of information. With the automation of the workplace and the growth of 

surveillance, information gathenng increased enormously. Machines and cornputers have 

not only taken the work out of the hands of the worker, and alienated the worker to some 

extent through the loss of ~0ntr01 and autonomy (Wessells, 1990); but also the increase of 

information generated within the workplace has expanded the web of control. The 

element of control has been fürther expanded by the flow of information accumulated by 

various means of monitoring which included surveillance of not only the employees on 

the floor, but also the management. This rapid innovation in information and control 



technology however, is being used to "regain control of fiinctions [that] once [were] 

contained at much lower and more difise levels of society.,.[thus constituting] a true 

revolution in societal control" (Beniger, 19869). 

Beniger argues that there is a definite relationship between information and 

control, but it is a relationship that is defined by a "need" for control. Al1 living 

organisms rely on information and the relationship between information and control, as al1 

organisms order matter and energy (Beniger, I986:W). Information processing "might be 

more properly seen as the most natural of functions performed by human technologies, at 

least in that it is shared by every cell of every living thing on earth'' Peniger, 198659). 

As for society, it must also rely on systems of control, sustaining its organization "against 

the progressive degrading of [of its own] collective energy" - dealing with the crisis of 

control (Beniger, l986:3 7). The control revolution, at the core of societal transformation 

dating back to the tum-of-the-century, accounted for "information processing and 

reciprocal communication, [which were] complementary factors in any form of control" 

(Beniger, 1986:8). The industrial revolution introduced the crisis of control, but the 

control revolution "resulted frorn innovation at a most fundamental level of technology - 

that of information processing" (Beniger, 1986:9). The crisis of control is nothing more 

than the disruphoc of the market equilibrium, brought on by the expansion of markets and 

the disruption of direct communication due to the industrial revolution. The world was in 

need of a higher level of organization and communication to accomrnodate global 

markets. Thus, Weber's concepts of bureaucratization and rationalkation became 

solutions to the crisis of control, establishing organized systems based on impersonal 



relations, the rapid processing of information, the division of labour, and the 

establishment of hierarchical authority (Beniger, 1986: 13- 15). 

Based on the development of rationalization and bureaucracies, new information- 

processing and communication technologies arose. Besides the dominant features of 

bureaucracies, rationalization, and improved technoIogies, another effect of the control 

revolution is the emergence of the information society. In response to the ongohg crisis 

of control, the information society provided the means for the production and distribution 

of knowledge (Machlup in Beniger, l986:2 1). The information society increased the 

speed and flow of information that began more than a century ago. Computing 

technoIogy does not "represent a new force only recently unleashed on an unprepared 

society but merely the most recent instahent in the continuing development o f  the 

control revolution" (Beniger, 1986:435). 

The crisis of control, generated by the industial revolution and the expansion of 

the global market, gave way to a social system of control based on the manipulation of 

information. The "Control RevoIutiony7, a series of rapid changes "in technological and 

economic arrangements by which information is collected, stored, processed, and 

cornrnunicated," marks a dramatic leap from the industrial revolution which harnessed 

energy, to a revolution based on the exploitation of information (Beniger, 1 986:434). It is 

this cybernetic need for control and the establishment of an information society, that 

directs us towards the need for surveillance, and in particular, workplace surveillance. 

There is a need to organize the work environment, in order to accommodate and initiate 

the fiow and control of information. The control revolution is not necessarily only a form 
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of social control, but a form of social organization; a system that involves the g a t h e ~ g  

and processing of  information on a global level and on a local level, including within the 

workplace. It consists of the coordination of societal components, maintained by a system 

of co1fll~1.unication and the process and flow of information (Eleniger, 1986). 



Chapter 3 - Working for the Camera: Surveillance and the Workplace 

Monitorin~ - and Surveillance in the Worblace 

To be or Not to be Monitored, That is Nof the Question 

It should no longer be a surprise that our daily activities, inside and outside the 

home, are being monitored and information about us is being stored. We are not 

necessarily part of an Orwellian society, where a degree of social trust has broken down 

and an element of violent coercion exists, but we do have the tools and the means to 

implement such a state (Perrolle, 199659). We are also not part of a society where we 

are constantly being watched every second of the day, no matter where we are, although 

this cm be accomplished technologically. Total paranoia, inspired by the possibility of an 

Orwellian state, is partially but not entirely wamanted. However, what needs to be 

understood is that although we are not always being watched, we are Nzcreasingly 

susceptible to being watched, by both suspecting and unsuspecting eyes within the 

workplace. We may in fact be constantly monitored, but not always in a focussed manner 

(Lyon, 1994). We have fewer places to hide and an even harder time protecting our 

persona1 information fiom electronic eyes and lrom those who collect and store it (Lyon, 

1994). Our daily activities reveal information that can be both helpfül and detrimental 

towards our past, present, and future. A simple online conversation, a quick transaction at 

the local store, and more importantly, a routine day at the office become informational 
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reference points. Our daily activities can be digitally reduced to binary codes, stored in 

bytes, and retrieved in split seconds. Face-to-face persona1 interaction is replaced with 

signals, syrnbols, beeps, and modem screeches. The retooling of relationships within the 

workpIace, created by the increasing ease of communication, creates new interpersonal 

reiationships and alters existing ones, doing away with the familiar forma1 and informal 

relations (Perrolle, 1996). Knowingly or unknowingly the information we continually 

emit, inside and outside the workplace, contributes to a self-made, technologically 

generated, and objectified persona. This persona is dissected by those who control and 

evaluate the information. But what makes this technological relationship between the 

watchers and the watched, and, in particular, the employer and the employee important, is 

the degree to which the relationship has been altered, especially in the workplace. The 

relationship between employer and employee has been intensified, enhanced, and 

threatened al1 at the same tirne. 

The workplace has historically been an area where monitoring and surveillance 

have been combined, with discipline and constant improvements in worker productivity 

being the main focus. Taylonsm and scientific management were not meant to improve 

worker relations, but were meant to increase labour power, to increase individual 

productivity, and to establish a disciplined workplace wherc constant monitoring was a 

possibility. As Braverman points out, Taylorism is not a "science of work b u t  rather a] 

science of management of other's work mder capitalist conditions" (in Hecker and 

Kaplan, 1989:698). With the push towards increasing production, constant surveillance 

and monitoring were meant to assure productivi~ and counter laziness. The workplace 
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has also becorne a battleground for the re-negotiation of employer/employee relations. 

According to Judith f errolle, the question of pnvacy and worker solidarity has to be re- 

evaluated in the workplace in Light of new forms of technology and the reification 

process, "the embodhent of social relationships in objects" (Perrolle, l996:55). Privacy 

in the workplace needs to be addressed in terms of how much privacy should be ensured 

without isolating the employee, as well as how privacy can be established while 

maintaining a mutually bendicial relationship between employer and employee. Other 

privacy concems include the preservation of the integrïty of different forms of 

communication, the preservation of formal and informal relations, and the extent to which 

so-called private information becomes Company property. The issues are not only why 

monitoring and surveillance occur, how they occur or where they occur, but also what 

surveillance and monitoring provide the employer and the employee, how 

employer/emplc>yee relations are affected, what the bounds of surveillance are, what the 

defences against workplace intrusion are, legally and otherwise, and the implications of 

al1 this for privacy, 

Monitoring, Surveillance, and Databases - W5at Does it al1 Mean? 

The terms 'cmm.itoring" and c'surveillance" have been used interchangeably at 

times. They are however interlocking tems with distinct differences that complement 

each other rather than assume each other's meaning. Monitoring is the act of watching 

and listening over others, either by being directly in the same space or close by. 



Aiternatively, monitoring can be "undertaken remotely in space," with the help of 

cornputers, enhanced visual devices, satellite irnaging and positioning and infiared 

devices (Clarke, 1988:499). Surveillance, on the other hand, enhances the process of 

monitoring by adding a degree of supervision for specific purposes and the collection of 

information (Lyon and Zureik, 1996:3). Its primary purpose is "generally to collect 

information about them, their activities, or their associates;" ("thern" refers to those that 

are being watched) (Clarke, 1988:499). The key difference between monitoring and 

surveillance is that surveillance uses and collects the information produced by m o n i t o ~ g  

in different social environments, such as the workplace. Surveillance also uses the 

information in diffèrent social contexts for means of social control - the shaping of 

behaviour and ensuring cornpliance with social and workplace noms (Mowshowitz, 

1996:79). James Rule and Peter Brantley d e b e  surveillance as the "monitoring of 

human behaviour, with an eye [on] enforcing the expectations of those in charge." (Rule 

and Brantley, f992:406). 

With the accumulated information, employers c m  create massive databases on 

their employees, generating a databank system made of personnel files, each containing 

persona1 employee information which may or may not be work related. As Roger Clarke 

explains, the accumulation and storage of massive amounts of information can lead to 

"dataveillance," or the "systematic use of persona1 data systems in the investigation or 

monitoring of the actions or communications of one or more persons" (Clarke, 1988:499). 

Workplace surveillance is not merely the recording of persona1 biographie information of 

an employee, but it aIso includes the monitoring of an individual's work habits, 



productivity levels, and expendiîure of time, as well as persona1 habits, persona1 

communications, and "off-the-clock" activities within and even outside the confines of 

the work environment. Employees become data subjects; impersonal data sets which 

become identified numerically or electronically. In accordance with mass surveillance, 

Clarke States that personal dataveillance is concerned with iden t iwg  individuals who 

might be considered suspicious; a usefûl tactîc for the employer who is suspicious about 

one or more employees (Clarke, 1988). 

The surveillance of an employee is not only a concern because of its potential 

invasion of employee privacy, but also because there are many uses for the information 

retrieved. As Andrew Clement points out, with the implementation of surveillance and 

databases in the workplace, and the creation of personnel databases, "these fine-grained 

profiles of individual employee behaviour ... c m  be used in situations far from what was 

originally expected," (in Cavodcian and Tapscott, 1 995 : 1 1 7) thus creating, according to 

Clement, a "fishbowf' workplace. Clement argues that o u  daily work activities and lives 

become transparent, with the fùrther threat of that transparency moving beyond the walls 

of the work environment. Different than the sweatshop, Clement argues that although 

fishbowl surveillance is less visible, a wider range of employees are affected (Clement, 

1992:25). "The pursuit of control over al1 relevant aspects of the business enterprise," 

signifies a logical extension of the central management paradigm and the implementation 

of a workplace panoptic principle (Clement, 1992:26). Herein lies the threat and the 

problem. A distinction must be made between private and public information, or better 

yet, useful and useless information, within the confines of the workplace. Private 
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information in this case is considered empbyee information that is not specifically work 

related. An employer needs to make a distinction between what is necessary and what is 

unnecessary uiformation. The problem, however, is that distinguishing information does 

little good when management can potentially use ali forms of information gathered. 

Persona1 information and employee work habit information can both be used in increasing 

workplace efnciency. Social control, or better yet, employee social control, c m  increase 

with the intensive collection of information o n 4  if the employer uses that information. 

What must also be understood is that the collection alone of information does not signi@ 

the use of that information. We must also be aware of the potential use and misuse of 

such information. Thus, the focus is not necessarily only on the distinction between 

private and public information, but on what the information be used for. 

From a government perspective, the Canadian government is being pressured to 

establish laws to distinguish and establish boundaries limiting surveillance in the 

workplace without totally curtailing it. However, in spite of the attempt to subdue 

workplace surveillance, which is both beneficial and hurtful to employees, there is no 

need to totally remove the teeth of surveillance, just lesçen the bite. Also, employees and 

unions must decide how an employer may use certain monitoring techniques, and to what 

extent surveillance and the collection of information c m  be exploited and curtailed at the 

same tirne. Surveillance in the workplace is not inherently bad, but the abuse of 

surveitlance c m  be detrimental to both the employer and employee. Employees who feel 

that their rights have been infiinged upon might become aggravated with management and 

attempt to resist certain forms of surveillance, which benefits neither Party. Increased 
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levels of stress, the lowering of employee morale and unproductive work cycles are some 

of the consequences of intense workplace surveillance. However, the employer benefits 

fi-om the surveillance of employees because a wide range of information can be collected 

and used towards the rationalization and control of production. For example, data 

coliected through surveillance can result in modifjing various work areas or even help 

shifi onto the employee various costs that management had uiitially to absorb.' The 

employee can potentially benefit because they can receive positive feedback fiom 

management with regards to their work pe~ormance. But what still needs to be 

determined is how surveillance and the collection of information in the workplace 

becomes a mediator in employee/employer relations. The relationship between the 

employer and employee becomes not only a legal problem, or only an economic, 

rationalized calculation, but also a social relation, a relation that involves cnist, privacy, 

and awareness. It is this social relation, found within the panoptic workpiace, that 

becomes a concem. Also, it is important to note the notion of self-discipline within the 

walls of the work cubicle. 

* This example refers to a case that happened at Hershey Foods Corporation. Data 
collected fiom employees identified costly benefits that could be reduced, as health 
records listed those who had higher medical risks and thus health insurance premiums 
were passed onto the worker based on their specific health file (Staples, 1997: 1 15). 
Those who refised to take, what were referred to as "wellness" tests, were automatically 
charged the highest premium. The Company responded by saying that "now we need to 
evaiuate the people with something to hide" (in Staples, 1997: 1 15). 



S ~ i e s  Like Us - Al1 fiom the Comfort of Your Chair 

Who is Doing the Watching, At m a t  Financial Cost, and @%y? 

No longer is the question "is somebody watching us?," but " W ~ O  is watching us?" 

Aithough statistics Vary, workplace surveillance is dehitely on the rise. Inspired by a 

need for increased productivity, greater organization, the rise of the disciplinary society, 

and most importantly the measurement and appropriation of employee laiowledge, there 

has been a "fundamental need for capitalist control of labor power" (Sewell, 1996:788; 

Hecker and Kaplan, l989:695). Based on Foucault's interpretation of the Panopticon, 

M m ' s  distinction between labour power and labour, Taylorisrn and scientific 

management, and the fundamental need for the capitalist control of labour, several 

companies have adopted workplace surveillance (Hecker and Kaplan, l989:695). The 

monitoring of employees has increased and has aIso been modified, movulg beyond the 

art of calculating individual daily production levels to the more intensive minute-by- 

minute evaluation of a worker's day. The art of surveillance has been intensified to the 

point that not only are the watched being monitored, but the watchers are also being 

monitored by their supervisors, and to some degree by the workers themselves - thereby 

producing a multi-flowing, bi-directional, hierarchy of surveillance. Who is watching 

whom and when? 

In the United States, many Fortune 500 companies have invested millions of 

dollars in interna1 and extemal security measures. According to one of the largest and 



oldest associations for sec- professionals, the Amencan Society for Industrial Security 

(ASIS), more than half of their customers, which are typically Fortune 500 companies, 

spend between US$100,000 to $5 million per year on security (Whalen, 1995: 1). Most of 

the money goes towards access-control systems, systems which require a certain Ievel of 

secwity clearance, are password protected, and use CCTV surveillance. Another study 

States that the use electronic monitoring in the office has doubled fÏom approximately 

20% of businesses monitoring their employees in 1984 to about 40% more recently 

[1993] (Aiello, 1993:499-500). A more recent study (1997) found that 35% of employers 

use one or more types of "close" electronic monitoring on their employees and 63% of 

them use less invasive kinds of electronic monitoring (Brin, 1998 :S6). And finally, a 

1998 Info World magazine study found that 76% of the executives surveyed monitored 

employee Intemet usage, while the sarne study found that only 54% of the employees 

knew that they were being monitored in some capacity (1 9W:6 1). 

Comparable Canadian studies on workplace surveillance have not been done, but 

there are signs that the numbers are consistent with the U S .  Grant and Higgins (1 99 1) 

found that 35% of service-sector clerks were subject to some f o m  of monitoring while 

the Ontario Federation of labour "reports that a survey of conference attendees showed 

20% of its members expenencing electronic surveillance," while this number rises to 38% 

for govemment and crown corporations (in Clement, 1 992:23)6. 

Big businesses are not a h i d  to implement surveillance devices in the workplace, 

Granted these numbers are dated, with the latter statistics being in 1985, but it is unlikely 
that these numbers have decreased, and probably have increased in the last 15 years. 
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keepiag close tabs on their employees in hopes of cutting down on "offenders" caught 

wasting company time and resources. Even high profile companies such as CNN, a 

subsidiary of the Turner Broadcasting Corporation, use surveillance cameras, hidden 

cameras, and swipe cards for more than mere securïty measures. Alan Deniro, the human 

resource manager of Turner Broadcasting, admits that such devices record and track 

employees, and that the employees have been told that their voice mail, e-mail, phones, 

files, Internet travels, and desk drawers are ail prone to be monitored and searched. 

Deniro claims that "when the day is done, those (devices of communication) are company 

property and as company property, the company reserves the right to, in some way and in 

some instances, go in and investigate [their] use" (InteMewed on CNN Impact, 1 997). It 

is an exchange of privacy for a pay cheque - a relationship that bhds the employee to the 

workplace and is a crucial aspect of the employer/employee and workplace/privacy/ 

employee relationships. 

Monitoring in the workplace, however, comes with a financial price. US statistics 

show that, 'between 1990 and 1992, more than $500 million was spent on surveillance 

software by more than 70,000 US companies," with expenditures estimated to rise 

considerably, hitting the billion dollar mark by 1996 and even more by 2000 (Aiello, 

1993 500). An increase in security expenditures means that more and more workers are 

being monitored, with more advanced technology. The Office of Technology Assessrnent 

of the US Congress estimated that more than 10 million US workers would be monitored 

by the year 1990, a number which has surely risen in the last nine years (Aiello, 

1993500). Macworld magazine's survey found that in 1993, "as many as 20 million 



Americans may be subject to electronic monitoring through their cornputers (not 

including telephones) on the job" (Wbelan, 19954). More than 20 percent of Arnerican 

employers admitted to engaging in some type of surveillance, with the vast rnajority 

claiming that electronic work files are searched and 40 percent claiming that e-mail 

accounts are investigated. 

Why companies are putting so much emphasis on surveillance in the workplace is 

a cornplicated issue. Despite the histoncal arguments, the need for worker discipline and 

the effects of capitalism, some of the common and more specific reasons for workplace 

surveillance have to do with the issue of trust. First of all, companies stress that there is a 

growing level of mistrust aimed at employees. One of the more "favourite" statistics cited 

is that "eighty to ninetypercent of..business theft is intemal" and 29.2 percent of 

respondents gave this as a reason for monitoring work (Whelan, 1995:2; International 

Labour Office, 1993a:25). Other issues of mistrust have to do with employees stealing 

company time for persona1 reasons, as we l  as stealing and then sharing company ideas 

with cornpetitors (Whelan, 1995:2; International Labour Office, 1993a:25). Steaiing 

company time is a major issue arnong the bigger and rniddle sized corporations, which 

can lead these corporations to the constant tracking of employees. Monitoring which 

doors employees use and how long employees are in certain areas becomes comrnon 

practice. 

Another popular fact is that corporations are womed about cornputer-data trashing 

and "other economic sabotage [which] is on the rise because of employee resentment in 

the era of corporate bdownsizing"' (Whelan, 1 995:2). Almost 22 percent of respondents 
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employed in large US corporations gave espionage as the main reason for monitoring 

workers (International Labour Office, 1 993 a:2S). When public relations cm not soothe 

the disgnintled employee, there is always the threat that the ernployee may retaliate. One 

corporate businessman stated that "there are 2 million schizophrenic people in this 

country [the US] ... not everyone is extreme, but you've got to be prepared" (Whelan, 

1995:2). Finally, more and more companies, particularly in the US, are turning to 

monitoring devices "to increase their control over employee behaviour and improve 

interna1 security" (Marx and Sherizen, 1986:72). These reasons seem to argue that 

surveillance in the workplace is done not only to improve productivity, but also out of 

fear. Surveillance in the workplace has gone beyond the notion of cwbing deviant 

behaviour to creating an arena of self-discipline, while attempting to predict and eliminate 

problems before they even happen. The grave concem of company owners, management 

and investors over the impact of worker negligence, mistrust and thefi, forces companies 

to react by installing monitoring devices. 

Complete surveillance, however, does no t guarantee complete cornpliance. 

Richard Rosenberg points out that the "endpoint of al1 technology is to increase 

productivity, put] the creation of an environment where al1 activities are monitored surely 

stands to defeat this purpose," because productivity might suffer due to an increasingly 

uncomfortable working environment ( I n t e ~ e w  with Rosenberg on the CBC, The 

National Magazine, 1998). Face-to-face surveiliance has been done for centuries, but 

with the ability to go beyond such a relationship, with in-depth searches, intensive 

idormation retrieval, and the recording and dissemination of information which cm be 
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done fiom anywhere and everywhere, the employer-employee relationship and the issue of 

privacy become redefined. Replacing face-to-face surveillance with technologica1 

surveillance capabilities alters the relationship by creating a disciplined and self- 

discipiined environment which increasingly threatens privacy, and diverts attention fiom 

the initial rationde of bureaucratic organization meant to increase productivity. 

Surveillance can become an external threat rnanifested intemaily, pressurhg employees, 

increasing levels of stress, and hampering rather than promoting consistent, productive 

work. Electronic m o n i t o ~ g  in the workplace "raises problems that differ fiom more 

conventional fonns of monitoring [because] much of the concern involves the radical 

changes in the nature of the monitoring, which can involve secrecy, continuous 

monitoring of every act and movernent, and a variety of consequences on working 

conditions and health of workers" (International Labour Office, 1993a: 1 1). 

In contrast, some suggest that there has been a slight exaggeration of the panoptic 

effects of surveillance. Matti Pringle and Paul Edwards clairn that not al1 workers accept 

passively the effect of the 'EIectronic Panopticon' (Pringle and Edwards, 1995). Rather 

than workers becoming robots, they c m  be better described as 'donkeys' - "individualised 

and largely powerless employees who none the less manage to find ways to make life 

tolerable and to bhnt the sharpest edges of managerial control" (Pringle and Edwards, 

19953. Some employees constantly dupe the system, by rushing jobs and cutting corners 

to find some free time on the job, thus providing room to resist. For example, travel 

agents at major U.S. airlines are able to find loopholes in their employee monitoring 

system. By keeping customers on the phone for longer periods of time while inputting 
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data, the intended break between calls meant for data input is reduced to seconds instead 

of minutes, allowuig for additional breaks every few hours (DeTienne, 1993:34). Pringle 

and Edwards argue that electranic surveillance is important merely as "a new weapon in 

management's means of control and not a qualitative leap" (Pringle and Edwards, 

1995:28). It is how management uses surveillance technology to its fullest extent that will 

intemi@ bureaucratie control. But clairning that an employee can beat the system, does 

not diminish the panoptic capabilities of workpIace surveillance. The attempt alone to 

dupe the system is essentiauy the problem. The need for an employee to "outsmart" any 

form of monitoring is a problem on its own. Pringle and Edwards fail to account for the 

reasons behind employees' attempts to dupe surveillance methods. 

Although currently at al1 levels of work the panoptic fimction is not fully 

employed, the potential to Limit worker's autonomy and create a more totalising work 

environment is attainable. With direct means of control within the workplace, 

productivity becomes a major concem for management. However, the discussion of 

surveillance has instead become a discussion about privacy, with employee hurnan rights 

becoming a cornmon ground for anti-surveillance arguments. The debate over privacy, 

although an important one, c m  be a misguided one, if al1 of the factors regarding 

surveillance in the workplace are not considered. 

This essay is based on the assumption that the surveillance and monitoring of 

workers is detrimental to the welfare, the legal rights (ie. privacy rights), the economics 

(ie. productivity), the social relations, and the privacy of employees. However, this 

assumption is not presented carelessly as several studies demonstrate the negative effects 



58 

of workplace monitoring. The assumption that monitoring in the workplace is detrimental 

to productivity, and more importantly, an invasion of employee privacy is not only based 

on anecdotal and political cliches, although the tendency to do so is not uncornmon, but 

also, as 1 endeavour to show, empirical studies have shown that monitoring in the 

workplace do provide a negative environment for employees. 

Surveillance in the workplace is not always accompanied by negative 

consequences but rather employees are able to deal with the technological engineering of 

the work environment. Delbert Nebeker and B. Charles Tatum (1 993) argue that, based 

on their studies, some contrary claims agaïnst opponents of computer monitoring can be 

made. They argue that no negative effects associated with "the cornputerized recording, 

analysing, and reporting of performance on database operators," were found (Nebeker and 

Tatum, 1993532). Employees that received performance feedback and were aware that 

their performances were being monitored had a boost in key rates without sacnficing 

quaiity, increasing stress or reducing satisfaction (Nebeker and Tatum, 1993533). 

Nebeker and Tatum also concluded that if worker standards were in line with employee 

self-perception and there were reward incentives for meeting certain goals, then computer 

monitoring would be more readily accepted (Nebeker and Tatum, 1993:533). If employee 

goals could be reached, then employee satisfaction would be high and there would be 

little concern among employees regarding the monitoring of their work production- 

Nebeker and Tatum thus conclude that a happy medium between employee monitoring 

and job satisfaction, levels of stress, and adequate levels of productivity can be reached. 

Other studies however, have shown that monitorig does have negative effects on 
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ernployees. Bob Baldwin, the national director of social and econornic policy with the 

Canadian Labour Congress, clairns that the workplace is more stressfbl than ever now 

with intensified surveillance (in Menezes, 1999: 1 1). Baldwin makes this claim, based on 

union research, that "staff monitoring is usually related to unredistic performance 

expectations on the part of employers" (in Menezes, 1999:ll). Phillipa Lawson endorses 

Baldwin's c l a h  by suggesting that monitoring employee e-mail could have "a very 

demoralizing effect" (in Menezes, 1999: 12), while Canada's Privacy Commissioner, 

Bruce Philips, States that %th each new f o m  of surveillance, we becorne less like 

individuals and more Like automatons, monitored for defects and aberrant behaviour that 

will consign us to the reject pile or mark us for 'corrective measures"' (in Arnaut, 

1 W6:C 1). 

Specific studies done on workplace monitoring support Lawson, Phillips, and 

Baldwin's claims. Elia Zureik and Vincent Mosco's study on the general impact of 

technological change on the labour force inthe telephone industry, pointed out some of 

the effects of employee monitoring. The various telephone employees experienced a 

multitude of effects when it came to performance monitoring. Some employees 

experienced increased fhstration due to the fact that they felt they were being spied upon, 

others felt increased levels of stress and a lack of control over their work, some operators 

felt that they had vimtally no control.over the Pace of their work, while others telephone 

Company employees felt that the cornpetition between CO-workers increased because of 

the need to keep up one's work "statistics" (Zureik, Mosco and Lochhead, 1987:75-82). 

Out of al1 the different types of workers found in the telephone industry examined, an 
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workers felt "stress as a result of pressure fiom management to be productive [and] 

reduce absenteeism" (Cruickshank, 1987:62, Zureik, Mosco and Lochhead, 19 87:78). 

Similar results were found by W.S . Brown who noted that studies have linked 

"psycho1ogical illnesses such as anxiety, depression and nervous breakdowns to the stress 

induced by continuous computer m o n i t o ~ g  of workplace performance (in Fairweather, 

1999:43). C. Fried argues that information collected by ernployers may lead subjects to 

be more apprehensive and inhibited because the information rnight fa11 into the wrong 

hands. Fned's argument suggests that it is not the monitoring itself that is only 

problematic, but what happens to the information after it is collected becomes a concern 

as %ere is always an unseen audience, which is more threatening because of the 

possibility that one may forget about it and let down his guard, as one would not with a 

visible audience" (in Fairweather, 1999:43-44). For Fried, the threat in the workplace has 

more to do with impression management7 than actual intrusion. The employee is 

1 am using Erving Goffman's term of impression management in this exarnple (Gofian, 
1959). Impression management occurs when an individual is involved in staging a 
character. In this case, it would be the employee who is forced to stage the character of 
the 'perfect' employee. The employee could be putting on a performance for 
management, concealing, what G o f i a n  calls, inappropriate pleasures - the hiding of 
other activities which are inappropriate for the role, but not necessarily inappropriate in 
general (Gofian, 1959:43). We could also use Goffman's concept of the role which 
consists of "the activity the incumbent would engage in were he to act solely in terms of 
the demands upon sorneone in his position" (Goffman, 1961 :85). Goffriaan's role concept 
is one that involves face-to-face interaction, but the idea'that an individual must keep 
command of himself or herself wi thin the workplace, even without face-to- face 
interaction or surveillance, is still relevant. Finally, the concept of role distance can also 
be applied to the roie of the employee. Role distance is the "expressed pointed 
separateness between the individual and his putative role" (Goffman, 196 1 : 108). 
Gofban  explains that role distance involves the denial of the virtual self hnplied in the 
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responsible to "act" appropriately, to act like the diligent worker he was hired to be. R.C. 

Manning focuses on the issues of intrusion and trust, claiming that the "sharing of 

information is merely a consequence of hust and caring which is part of intimate 

relationships" (in Fairweather, 1999:44). However, Manning argues that this does not 

make monitoring less serious as surveillance elirninates the relation of tmst  between 

employer and employee, thus diminishing employee self worth. Finally, an international 

study by Michelle Jankanish (1994), which was conducted in 19 indusûialized countries, 

found that ccelectronic monitoring c m  create adverse working conditions that lead to 

stress, extreme anxiety, depression, anger, and severe fatigue" (Arnaut, 1996:C 1). 

Shoshanna Zuboff also found elements of "vulnerability and powerlessness due to 

a new visibility of the informated workplace" (in Brown, 1 996: 1242). Zuboff daims that 

this unknown, relentless exposure leads to mistrust but that this mistrust is not "rooted in 

a perception of evil or malicious intent7' (Zuboff, 1988:344). Finally, Clement boldly 

States that recent Canadian experiences do not concur with various studies on surveillance 

in the workplace where it is argued that "computerized monitoring could provide a 

valuable ingredient for the democratic operation of modem, thoroughly computerized 

enterprises" (Clement, l992:4l). Clemeot argues that "experience with electronic 

surveillance in Canada over the past decade does not offer grounds for optimism that 

[Zuboff s positive vision] will soon prove to be the norm (Clement, 1992:41). Granted 

Clement's final statement is a cntical one, elirninating any potential for the positive 

aspects of workplace surveillance, such a statement should make one aware of the 

role, not the role itseif (Gofhan, 1961 : 108). 



potential consequences of intense workplace monitoring. 

The Eyes of the Foreman vs B e  Infi-ared Beam 

Ernployee dmg tests, urinalysis, medical records such as HTV tests and genetic 

screening, video surveiilance, visual observation either by the physical presence of a 

manager or through an inconspicuous two-way mirror, lie detector tests, e-mail 

monitoring, psychological tests, wiretapping, infiared badge monitoring, voice mail 

monitoring, and keyboard stroke recording are several of the possible methods of 

surveillance that employers use to track their employees. Each method provides a specific 

type of information, yet al1 follow a similar objective, that is the accumulation of 

employee information. The methods of genetic screening and monitoring, e-mail 

monitoring, and video surveillance will be specifically focussed on below, because they 

provide three slightly different types of surveillance and different types of invasion of 

privacy. 

Genetic screening and monitoring suggests that surveillance has progressed to a 

form of prediction rather than relying on current information. Genetic screening allows 

an employer to make assumptions about certain employee's future performance. Video 

surveillance, on the other hand, depending on where and when it is used, c m  be 

considered, by some, as a much needed control device or, by others, as a severe invasion 

of privacy. Video cameras rely on instantaneous video images, which c m  be taped, saved 

and stored. They also possess the ability to be in constant or random use, which creates 



63 

the problem of unsuspecthg violations of privacy. Video surveillance differs from the 

traditional episodic monitoring by the supenisor (Marx and S herizen, 1 986:6S). Finally, 

the monitoring of e-mail creates a new problem in terms of distinguishing what is public 

and what is private information. Electronic mail is at the centre of a large debate, mainly 

because there are no laws protecting an ernployee's electronic mailbox and yet there is the 

assumption that e-mail is private. The focus on these particular surveillance practices 

does not suggest that they are of greater importance than other methods, but rather, that 

these three methods have become increasingly more comrnon over the Iast ten years. 

They provide information which c m  potentially threaten the notion of privacy in the 

workpIace. However, a brief discussion of several surveillance methods in the workplace 

is necessary to dernonstrate the scope of surveillance and the degrees of privacy invasion. 

Dmps. - Lies. and Videotaoes 

Dmg Tests 

Testing employees for the use of drugs is not a new policy, but one that has been 

implemented by employers and fought against by employees and unions for some t h e .  

Under the assumption that there has been an upsurge in drug use especially in the US, 

companies have adopted a highly contentious stand by clairning that they have been 

"eager to take up the [dnig] cause, focussing on the productivity and safeiy problems 

comected with substance abuse and their dleged major contribution to the loss of 
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'competitiveness' of American industry" (Hecker and Kaplan, l989:7O2). A 1992 US 

study showed that over 25% of Fortune 500 companies performed random whalysis on 

potential job applicants and sometimes current employees (DeCew, 1994: 18). Both 

government and private employers argue that there is a senous need to conduct dmg tests 

to insure workplace safety; to identiw those who would be unable to work in the future; to 

reduce the costs of employee health plans and '%O mainttain public confidence in the 

integrity and trustworthiness of their (the companies) operations" (DeCew, 17: 1994). 

Employers have taken rneasures against drug use, illegal or legal in the case of alcohol, by 

forcing employees to take random urinalyses tests. Some estimate that US$1.2 billion 

was spent on drug testing in 1992 in the US alone (Brin, 199856). Studies have shown a 

correlation between crime and h g  abuse and thus the mentality that "increasing or 

reducing the level of drug abuse is associated with a corresponding increase or reduction 

in criminality," which "may have provided the earliest theoretical justification for 

initiating drug testing programs" (DeCew, 1994: 1 7- 18). 

Despite an increase in the general abuse of drugs, workplace dmg tests, to some 

degree, are misguided. Steven Heckler and Mark Kaplan, argue that even though there 

are significant production costs related to employee drug use, alcohol is responsible "for 

more than twice the costs in lost productivity and treatxnent," compared to illegal dmgs 

which are focussed upon in drug tests (Hecker and Kaplan, l989:7OZ). Thus, dmg tests 

are usefül but not totally effective in terms of deterring low employee productivity and 

e n s u ~ g  safety in the workplace. h g  tests have also been criticized for not being able 

to accurately monitor a worker's performance. A 1993 document by Tom Wright, the 
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former Information and Privacy Cornmissioner of Ontario, found that "random drug 

testing does not have the capacity to monitor the use of dnigs or alcohol in the workplace, 

nor is it capable of indicating the effects of dnig or dcohol use on a worker's 

performance ... rather, the testing can show only that drugs or alcohol had been consumed 

at some time in the penod before the test was applied" (Wright, 1993). There have been 

several times that dnig tests have failed to "show a convincing and general Iink between 

accidents and dnig use" (Gilliom, 1994:41)*. Dmg tests also have been known to have a 

40% to 60% faiIure rate and the tests detect not only illicit drugs, but also legitimate drugs 

(Cavouklan and Tapscott, 1995: 12 1; DeCew, 1994: 1 8). A relatively high failure rate, the 

potential to misinterpet drug tests, and the limitations of drug testing are some of the 

reasons why there are so rnany opponents of it. 

In addition to such shortcomings, there is also a more crucial problem with dmg 

tests which has to do with the invasion of privacy- Dmg tests invade a worker7s privacy 

on several levels. One major concem is the "technological and physical intrusiveness into 

a person's biologicaI functions in the actual procedures used for collecting samples" 

@eCew, 1994: 18). An employee might have to be subjected to the ineusion of a needle 

for blood tests or a urine test done under direct supervision, creating an uncornfortable 

environment for the employee (DeCew, 1994: 1 8). Furthemore, h g  tests not only reveal 

what an employer is searching for, i.e the abuse of dmgs, but '%esides confirmhg or 

disconfirming the presence of dmgs in the body, analysis ... may reveal numerous ... facts," 

Gilliom points out the following cases where drug tests have failed to link accidents to 
drug tests: Zwerling, Ryan and Orav, 1990; Federal Rail Administration, 1988 (Gilliom, 
1994:4 1). 
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that the employee may not wish to be revealed (DeCew, 1994: 18). Tests can reveal if an 

individual is using contraceptives, is pregnant or is suffering fkom a particular disease. 

These pieces of unnecessary information, which are unavoidable, cause even more 

concern over privacy. Dmg tests question a worker's daily habits outside the workplace, 

threatening an employee's privacy on a different level. The employee now has to wony 

about what he is doing both during and outside office hours. The monitoring of 

employees outside of the office means that an employee is either physically outside of the 

work environment or else a worker is 'off the clock', but within the physical work 

environment. 

Drug tests can invade an employee's privacy in present tirne and historically, as 

drug tests c m  invade one's recent past in an attempt to find incriminating information. 

Drug tests can also create a level of rnistnist arnongst employees as well as a strain 

between the employer and employee. Some analysts argue that drug tests may be 

counterproductive because they can "misidentie problems, alienate workers, and deplete 

resources fiom other policies" (Gilliom, 1994:36). With regards to h g  tests and other 

methods of surveillance, one of the main legal concems is the ability to determine "when 

the interests of others are significant enough to outweigh the threats to test subjects and 

when the achievable goals outweigh the negative consequences of testing" @eCew, 

1994:21). At the same time however, it must also be noted that drug testing, as well as 

other surveillance methods, must be placed in "the broader social context of fundamental 

changes in the organization of control" (Gilliom, 1994:37). Workplace safety and 

productivity become an aspect of workplace control, as the enforcement of noms through 



surveillance increases in companies (Gilliorn, 1 994:3 7). 

Infiared Badges and Active Badges 

The creation of the new "media spaces", as Anne Cavoukian and Don Tapscott 

point out, eliminates the need for the supervisor to be in the employee's immediate space 

(Cavoukian and Tapscott, 1 995: 124) Multimedia technology allows for the employee to 

be followed and glaxiced at periodically from any location. Active badges, similar to the 

concept of the controversial smart cards, can track and locate employees as well as record 

where employees have gone diiling the day or any other period of tirne. More 

sophisticated devices, such as the Bellcore Cruiser and the Xerox Europarc Rave, "offer 

seMces ranging fiom complete two-way video/audio connections lasting an indefinite 

time ... to brief comections only a few seconds long" (Cavoukian and Tapscott, 1995: 125). 

Devices such as infï-ared badges emit infrared beams to sensors located around the office. 

These devices can emit constant or periodic signais and can be recorded fiom up to eight 

feet away. These badges also provide timing information, recordhg the length of time an 

individual spends in one location, Say at one's desk or in the washroom. 

These badges are an Wngement of privacy on several levels. First of all, the 

badge adds an Orwellian atmosphere to the workplace, as the badge must be carried 

around at al1 tirnes (Cavoukian and Tapscott, 1995: 124- 125). Secondly, the distinction 

between public and private information becomes blurred, as the badge is unable to 

distinguish when the wearer is in a pnvate or public location, regardless of whether or not 
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the individual is on official Company time. FinaUy, the badge removes a sense of control 

fiom the employee, as it is the employer or the controller who is able to remotely record 

the information. However, there have been stndes towards retuming some control and 

pnvacy back to the employee by equipping the badges with a type of security device that 

notifies the wearer that they are being detected or that someone is approaching them. By 

erecting these electronic barners, "privacy 'doors' may be ciosed or slightly lefi ajar" 

(Cavoukian and Tapscott, 1995: 125). Concerns regarding the ability to control the 

information exposed to the badge, however, are never ending. 

Elec~onic Mail (E-mail) 

Continuously gaining in popularity, electronic mail, or e-mail, has rapidly 

established itself in the business world as well as in the public domain. Based on the 

concept of being able to send messages and files fiom one computer to another with the 

touch of a key, e-mail has allowed users to partake in quiet, almost effortless, 

conversations. Geographical distance becomes a concern of the past, as e-mail 

unpredictably flies through cyberspace, taking random paths, travelling across the world 

or across the office, in seconds. E-mail allows individuals to contact virtually anybody, 

from a y h e r e  in a virtual world, From the comfort of one's office cubicle, a user is 

linked to the world with the ability to e-mail millions of people. 

However, the simplicity and ease of e-mail has raised some serious questions with 

regards to the privacy of the paperless communication. E-mail does not travel a 
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intercepted at any time, at any point. Information that can be sent in a split second can be 

intercepted just as fast, threatening the privacy of the sender and the recipient involved in 

the e-mail transaction. As Tom Wright points out, one data security expert has clairned 

that e-mail has "the same security level as a postcard" (Information and Pnvacy 

Commissioner, 1994: 1)- Not only can e-mail be intercepted, but it c m  be traced, stored, 

retrieved, and is deceptively hard to destroy. This easy access allows extemal parties the 

opportunity to monitor e-mail, a potentiai violation of privacy that has many employees 

and unions concerned, 

The fact that e-mail is so accessible by both its user and extemal parties, lacks 

legal protection, and is not easily defined in terms of ownership, consequently threatens 

the privacy rïghts of employees. Technology has provided us with a paperless, silent 

method of communication, which ironically screarns for protection. Without the physical 

evidence of the transaction of information, it becomes difficult to determine exactIy what, 

and who needs to be protected. Particularly in the workplace, the issue of e-mail has 

raised some complex legal and ethical questions regarding the right to prïvacy of e-mail 

users (Wright, 1994: 1). The ease of passing information has allowed for the ease of 

monitoring the information. 

Although e-mail has facilitated communications, it cornes with a price which 

many may not want to pay. The problem with e-mail, and computer files in general, is 

that literally anyone can access them, even afier they have been supposedly deleted. 

Employees might think they have deleted certain e-mail files, but "the scary, interesting 
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thing about cornputer files is just how much they proliferate and how long they linger, and 

the lack of control people have other them-..they are ephemeral in many ways ... but they're 

more permanent than people rnight want to think'' (Lind, 1998:ITll). Essentially, "any 

skilled person can recover the message's ghost somewhere deep in the bowels of a 

nehvorked system," which raises some serious concerns about employee privacy 

(Plummer, 1 998). Employen cm monitor and search through e-mail messages sent days, 

weeks or months ago in hopes of fhding incrirninating information, or simply perforrning 

routine checks. The practice of employers monitoring e-mail is not uncommon. 

According to the Amencan Management Association, nearly two-thirds of businesses 

surveyed claimed to monitor e-mail or "use other methods to electronically eavesdrop on 

their workers" (Plummer, 19%). 

But is the monitoring of e-mail messages necessarily an invasion of privacy? The 

information sent by e-mail could be private persona1 information, but that is exactly why 

employers need and want to know if private information is being sent during company 

time. If personal information is being sent on company time, it is a potential waste of that 

time and damages productivity. Businesses argue that if they want to protect their 

companies and focus on increasing productivity, there should be a limit or a total ban on 

personal e-mail. Also, if such e-mail can be costly for the employer or business, for 

example by distributing company secrets, the business should be able to intervene and 

stop an employee from doing so. But what is company the?  Dave Banisar argues that 

"employers are demanding more fiom us by equipping us with pagers and requiring us to 

read e-mail at home," and thus should be more accommodating to employees privacy 
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rights (in Plummer, 1 998). If employers are giving us the technology to cornmunicate, 

and demanding more of our time, why should employees not be able to privately use the 

technology on their fiee time? Even e-mail sent during one's break are open to scrutiny 

by employers. 

Besides the violation of wasting company time, employers also argue that they 

have a certain proprietary right which warrants monitoring an employee's e-mail. 

Businesses argue that since they provide the means to send e-mail, they own the rights to 

the machines and the messages being sent. Although there have been no current cases in 

Canada regarding e-mail privacy in the workplace, US cases "have consistently found that 

if the employer owns the machine, it owns the information inside the machine as well, and 

even an employee's personal correspondence" (Fitz-James, 1999:E4). Once an employee 

logs on to the network, every message sent and received becomes Company property. If 

the company owns the property and the e-mail message, then they have every right to 

read, store, and retrieve employee e-mail. Owning company e-mail and computer files, 

however, can also become extremely damaging for businesses, because any sort of 

criminal activity done through e-mail c m  then be traced back ta the employer, who owns 

the means of communication. Thus, businesses are wamed that if they are monitoring e- 

mail, they should institute 'technical equipment use policies' '70 make it easier to 

discipline or f i e  employees who misuse company equipment, and to reduce the 

company's exposure to lawsuits or cnminal charges" (Fitz-James, 1999:E4). 

E-mail is thus a doubIe edged sword. It can improve communications, even flatten 

"traditionai hierarchical structure(s) of an organization by breaking down barriers to 
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communication between employees and their employers and managers7'(Wright, 1 994:4). 

Yet, it can also create a hostile environment where employees begin to fear their pnvacy 

is being invaded, thus adding stress and anxiety to an already hectic workplace (Wright, 

1994:4). Amitai Etzioni goes as far as to Say that by using e-mail spot checks, "employers 

are undermining any sense of community in the workplace" (in Whitaker, 1 999: 1 05). 

Employees need to be able to rnaximize use of the technology being provided, and yet 

monitor themselves by being aware that their e-mail pnvacy can be invaded at any 

moment. Such a self-regulated, self-disciplined environment increases the level of social 

control within the workplace. 

Employees who use e-mail lack any legal protection when it comes to issues of e- 

mail privacy. In Canadian and US courts, e-mail is not considered to be an electronic 

document protected under privacy laws (Lind, l998:IT 1 1). Employees therefore should 

not assume that absolute privacy can be achieved with respects to e-mail. Programs such 

as Mail Cop, monitor and even alert employees if "their e-mail is in violation of Company 

policy," searching for key words or addresses that might alert the program that such an e- 

mail should not be sent or received (Lhd, 1998:ITl l). Thus, ernployees are given little 

Ieverage when it comes to e-mail, creating a need for legal precedents that would 

somehow protect both the employee and the employer. 

Although some, such as Alan Gahtan, c l a h  that the monitoring of e-mail in 

Canada by employers is in potential violation of the Criminal Code section 184, which 

prohibits "interception of private communication,'' the general consensus is that it is 

extremely difficult to assign concrete legal precedents to the monitoring and use of e-mail 
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(Fitz-James, 1999:E4). Employment and labour lawyer Howard Levitt points out that 

"there is no such thing as an absolute right to privacy in Canada," and yet at the same 

time, we cannot be asked to do such tests as lie detector tests in the workplace (Evans, 

1998; Levitt InteMew on CityTV, 1998). It is not a matter of ifan employer c m  rnonitor 

an employee, but rather of the lirnit of the employer's conduct (Evans, 1998)- 

With regards to e-mail, LevWs view is a popular one, namely that an employee's 

e-mail is not the employee's property but the company's (Evans, 1 998). In the US, e-mail 

documents have been used in court cases many times. Aside fiom the most infimous case 

regarding Bill Gates (Lind, 1998:lTl l), in which his e-mail was used in antitrust hearings, 

lawsuits against such companies as Epson America Incorporated, Nissan Motor 

Corporation and The Pillsbury Company, have focussed on the retrieval of e-mail 

documents, and the monitoring and interception of such documents. AU three of the latter 

cases involved lawsuits claiming that the employer invaded the employee's right to 

privacy when monitoring the employee's e-mail. The Epson case was dismissed as the 

judge found that no state penal code was violated. Bourke vs Nissan Motor Corporation 

was similarly disrnissed as the court "rejected the violation of privacy clah," and the 

Pillsbury case resulted in a similar decision (Pedeliski, 1997). In the Pillsbury case, even 

though Pillsbury stated that their e-mail messages were confidential, the judge ruled that 

the interception of e-mail messages was not an invasion of privacy because the cccompany 

is not ... requiring the employee to disclose any persona1 information about himself or 

invading the employee's person or personal effects" (Rosenberg, 1 997:3 05). In addition, 

the judge claimed that "the company's interest in preventing inappropnate and 
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unprofessional comments or even illegal activity over its e-mail system outweighs any 

privacy interest the employee may have in those comments" (Rosenberg, 1 997:305). It 

was ruled that the prevention of communications that c m  be potentially h a m i h l  towards 

the Company or the prevention of communications which are deemed unprofessional 

"outweighs any privacy interest the employee rnay have9'(Lewis, 1997). 

E-mail therefore, is rarely considered a private communication before the Law. 

However, this does not mean that steps towards protecting the employer's and the 

employee's right to privacy should not be taken. E-mail privacy might be a difficult goal, 

but notifLing employees about potential e-mail monitoring should always be considered, 

By informing an employee that one's e-mail can be monitored, the invasion of privacy is 

lessened because there is a level of consent that has been established. Employers have the 

nght to know what their employees are doing, but at the same time, employees have the 

nght to know if they are being monitored. Although some may argue that a good 

employee should have nothing to hide and thus privacy is not an issue, covert or secretive 

monitoring inherentiy invades an employee's privacy. It is not a matter of what 

information is being monitored, but the fact that private information is being monitored. 

Just because some believe there is nothing to hide within or outside the workplace, that 

does not justify the right to expose persona1 information. With regards to e-mail, privacy 

can become protected by either a written policy, which states that an employer will not 

invade an employee's e-mail privacy, or privacy can be established through a Foucauidian 

self-discipline process, where an employee knows that his or ber e-mail is being 

monitored and thus accommodates such an intrusion by forgetting the candour of e-mail 



and assuming that someone is reading it (Lind, 1 998:IT 1 1). 

In terms of policies, tech-use policies - policies that deal with the use of workplace 

technology and the limits to which one's privacy is protected when using such technology 

- are becoming extremely popufar in Canada and the US. A typical mode1 policy should 

"reserve a company's right to review and intercept messages," as well as protect the 

"company's inteliectual property in such things as documents and software" (Fitz-James, 

1999:E4). The Ontario Information and Privacy Commissioner (1994) has set up some 

guidelines in the Iast decade that employers and employees should be aware of when 

dealing with the monitoring and use of e-mail. Some of the more important guidelines 

include infonning the employee to what degree e-mail messages are confidential, 

encouraging employers to set up appropriate sec~uity measures to protect e-mail, and 

informing ernployees that e-mail can and will be monitored. By lifting the cloak of 

secrecy around the monitoring of e-mail, employees become more aware of how "private" 

their daily workplace communications are. Legally, employees have M e  privacy 

protection when it cornes to e-mail, but the knowledge that privacy c m  be invaded can be 

useful in determinhg what information is to be sent via e-mail and when it should be sent. 

Genetic Screening and Monito- 

Deciphering the genetic makeup of the human body and analysing the body's 

DNA codes in order to determine one's present, past, and future hedth sounds like 

science fiction, where cyborgs and clones populate the planet and databases of our genetic 
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identities crowd a warehouse or computer mainframe. But the modem expIoration "into 

the genetic microcosms" is a real scientific and medical voyage in search of a "potential 

dangerous treasure," and medical wonders (Privacy Commissioner of Canada, 1998 : 1). 

Genetic screening and monitoring are present-day wonders which pose potential threats 

towards privacy, and at the sanie time reassure employers of the health of the individuals 

that are working for them. Genetic screening is a one-tirne process that can detect certain 

genetic traits linked to certain diseases while genetic monitoring "ascertains whether an 

individual's genetic material has changed over time due to workplace exposure to 

hazardous substances" (US Department of Labor, 1998:3). The search towards unlocking 

the gene in the go's, parallels the "unlocking of the atom in the 40s" (Privacy 

Commissioner of Canada, l998: 1). In both cases, "the excitement of discovery dulled 

critical assessrnent of the implications" (Privacy Commissioner of Canada, 1998: 1). 

On the one hand, there is excitement regarding the possibility of being able to 

predict health risks for certain individuals or being able to understand the possible side 

effects that certain job hazards might incur. On the other hand, there is a danger 

involving the ability to monitor and predict related and unrelated health concems that are 

uncovered through genetic monitoring and screening. Legally, the use of genetic 

monitoring and screening in the workpIace in Canada is hardly contested. This is mainly 

because genetic screening in the workplace has been rarely used thus far, with very few 

businesses admitting they indulge in such a method of potential surveillance in Canadag. 

In 1990, the Canadian Manufacturers Association 'laiew of no genetic testing by its 
members," while a 199 1 report of the Science council of Canada "found no workplace 
prograrns to screen potential employees for genetic susceptibility to disease" (Privacy 



Genetic work also finds itself in a rather undefined area of law. Although discriminatory 

laws found in the Canadian Human Rights legislation do cover discrimination against 

those who are "perceived" as disabled, the collection of genetic information is legal as it 

is "unclear ... whether individuals with genetic predisposition to diseases will be covered 

by the Code given that the perceived disability takes place in the future" (Ontario Law 

Reform Commission, 1996: 136). The ability for genetic information to predict the 

possible biological fbture of an individual makes it hard for legislation to consider my 

sort of pre-employment genetic screening ilIega1. How can the law regulate the possible 

and not the probable future? Nonetheless, privacy advocates and the Ontario and 

Canadian Privacy Commissioners al1 make similar recommendations in restricting the 

collection and dissemination of genetic information, 

The major concern regarding genetic information is how such findings impact 

upon employee surveillance and threaten privacy. Both genetic screening and monitoring 

have altered the world of surveillance by adding the element of prediction. Genetic 

surveillance surpasses traditional forms of surveillance as not only is one's past and 

present life being monitored, but one's future is also being monitored or mapped out. 

Commissioner of Canada, 1992: 16). Also, the Ontario Law Reform Commission reported 
in 1996 that they found M e ,  if any, genetic testing taking pIace among Canadian 
employers (Ontario Law Reform Commission, 1996: 159) The same cannot be said about 
the United States, where studies of Fortune 500 companies, utility companies, and unions 
showed that a srnaIl percentage of companies were involved with some sort of genetic 
screening or monitoring or a combination of both (Privacy Commissioner of Canada, 
1992:17). However, the studies showed that there has been Iittle or no growth in the 
companies doing such monitoring and screening between 1982 and 1990. Granted these 
finding are slightly dated, I have found little evidence of an increase in genetic testing by 
employers in Canada to date. 
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With genetic screening and monitoring in the workplace becorning a distinct possibiiity, 

employees become potential subjects of several years of surveikmce in an instant. Genes 

can potentially show the medicai history and future of its owner. An employer can 

conclude probabilities regarding an employee's or potential employee's fiture health and 

thus deal with that person accordingly. The ability to predict an individual's future and 

hold that individual accountable for their genetic makeup and possible health risks has 

privacy advocates and medical ethicists demanding legal protection. Genetic testing, 

although graced with the promise to be able to identify criminals through genetic 

fingerprints linked to deviance and aid in the improvements of workplace safety, also 

presents a "nurnber of dangerous privacy exposures, since results of genetic testing reveal 

not actual diseases but only a probability that one might, at some time, contract a disease7' 

(Smith, 1994:196). The collection, storage, and implications of genetic information 

threatens privacy from a physical, social, and legal standpoint. Genetic information can 

become costly fiom the perspective of individual pnvacy, while becoming cost effective 

for emplo yers. 

Once again, the iine has been drawn between employer benefits, productivity and 

efficiency, and employee privacy. Employers cm  use genetic screening to weed out 

potential employees with potential health risks, by denying training opportunities, jobs or 

benefits to employees who possess particular genetic traits. A~so, since "some genetic 

traits are found more fiequently in specific racial or ethnic groups, such discrimination 

could disproportionately affect these groups" ( ü S  Department of Labor, 1998: 1). Denying 

an individual a job based on genetic information is an attempt to Save the Company 



money, insurance deductibles, and potential fbture health costs- For the potentiai 

employee, however, it is a biological label, a genetic leash which has designated the 

individual as a possible financial burden to any employer. Information locked away in an 

individual's genes, unknown to the individual, can be costly only when such information 

is discovered. How potentially dangerous is genetic information? The Office of the 

P ~ V ~ C Y  Commissioner of Canada claimed that "no surveillance technology is more 

threatening to privacy than that designed to unlock the information contained in human 

genes" (Privacy Commissioner of Canada, 1992: 2). One must be careful when making 

such a bold statement, however, as genetic information on its own is not dangerous. It is 

the storage, the use, and the implications of such information that can be dangerous. 

In a society which already fears that privacy has been lost, dead or relegated to a 

simple legal dilemma, genetic information adds a new complication to the already 

complex issue of surveillance and pnvacy. Genetic testing, monitoring and screening al1 

challenge the notions of surveillance and privacy because a new fom of accountability is 

brought to the forefront. Thus, a new element of surveillance, that of prediction, becomes 

increasingly important. Now the individual is even more accountable when it cornes to 

genetic information. However, the individual has little control over such accountability 

and little choice in volunteering such information- The individuai can volunteer a blood 

or hair sample, giving them a certain degree of control, although there is no degree of 

control over what information is collected through the genes obtained in this sample. 

Hence, an individual cannot change the genetic information he or she has or relinquishes 

for analysis. Accountability becomes minimized because the information provided 



through such testhg cannot be changed. Unlike the monitoring of e-mail, where 

individuals can discipline themselves not to waste company time with persona1 e-mail, the 

panoptic function of discipline disappears with genetic information. An individual can 

not regulate one's own genes. 

The monitoring of video surveillance and e-mail can allow an employer to predict 

where someone will be or what someone wiil do based on repetitive patterns. But genetic 

information is not based on monitoring over time. It is a single episode of sur~eillance'~, 

that reveals information that can be relevant dozens of years down the road. As Nock 

points out, genetic surveillance projects self-contained reputations (Nock, 1993). Thus, 

pnvacy is even further threatened with genetic information because an emptoyee loses the 

control or ability of self-discipline. The employee's future is already determined in terms 

of potential individual health risks and potential health costs that a company might have 

to deal with. 

Viàeo Surveillance 

The third method of surveillance in the workplace 1 wish to discuss is that of video 

surveillance. Within the confines of the office, video cameras focus on the employees, 

and the customers if needed. The images the video camera collects are unbiased, for the 

camera merely collects the image that is within the path of its electronic eye. What is 

'O 1 am referring to genetic screening only. My concem is not with genetic monitoring and 
the potential hazards of the workplace (ie. chemical hazards). 
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done with the recorded information is another matter and of far greater concern. Video 

carneras, vide0 surveillance, and C C W  are commonly referred to as tools against crime, 

or at least methods of crime prevention - a rationalization for the use of video surveillance 

within the workplace. However, that is oniy half of its purpose, as video surveillance is 

also used to evaluate job performance. Employers "fkequently state that they simply see 

video surveillance as an effective means of improving security and in some instances 

specific fiinctions such as improving quality control and rnaintaining cornpliance with 

regulations" (Privacy Committee of New South Wales, 1995: 12). From an employer's 

standpoint, video surveillance is used for the good of the whole. It is intended to protect 

their employees as well as protect the business from potential financial losses due to such 

things as employee incornpetence, interna! theft, and inefficiency. 

In contrast, from an employee's point of view, the use of video surveillance goes 

beyond mere benign protection. Accepting the fact that there are certain benefits for the 

employee, the main concerns regarding such monitoring revolve around the fear of 

excessive employer control, the invasion of pnvacy, the violation of basic huxnan rights 

and a increasing level of mistrust directed towards employees fiom their employers 

(International Labour Organization in Privacy Committee of New South Wales, 1995: 12). 

Roving eyes within the workplace add an element of insecurity amongst the workers, 

contradicting the security that employers' claim the cameras should ensure. This element 

of insecurity develops because employees may feel that they are behg constantly 

monitored. What about lunch breaks and regular breaks? Do the cameras turn off when a 

worker is off the clock? Employees lose an element of pnvacy when aiways being 
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watched and may feel pressured to the point that their work rnight actually suffer rather 

than improve. 

Video surveillance outside of the workplace, sïmilar to the histo~cally intrusive 

element of dnig tests, is also a tool used by employers. The use of video surveillance 

outside of the workplace to gather evidence of ccernployees performing acts, while 

supposedly unabIe to work, inconsistent with their alleged disability," has become a tool 

for collecting evidence used in arbitrations (Luborksy and O'Reilly, 1997). From the 

employer's perspective, video evidence is not always admissible. As Gordon Luborslq 

and John OYReilly (1997) discovered, the use of video evidence in arbitration cases in 

Canada dating between 1990 and 1996, did not always provide absolute evidence. 

Instead, in several cases, arbitrators had found that "where evidence has been secured at 

the expense of an employee's pnvacy rights, seeing is not always believïng" (Luborsky 

and O'Reilly, 1997: 1). Video evidence was rejected on several accounts because of an 

infnngement of employee privacy; despite clear employee deception showcased on tape. 

Teleconferencing and video conferencing also raise some concems regarding extemal 

work environment surveillance. Video conferencing is a usefùl tool in cornmunicating to 

several people in different locations, but the potential for surveillance and privacy 

infiingement is a serious concem. As Cynthïa Ross-Pederson points out, video 

conferencing technology c m  be used when conferences are not in session, as "between 

video conferencing sessions there are large spans of thne where the technology is readily 

available" (Ross-Pederson, 1997:9). However Pederson's concern in this case is not only 

pnvacy, but the difference between spying and monitoring. Another form of extemal 
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surveillance is the surveillance of workers who work at home but who are connected to 

the office through their computers. In this case, even though the employee is in their own 

home, the potential for their e-mail messages and computer work to be monitored is a 

possibility, especially if the worker is hooked up, online, to the company's main server. 

The use of CCTV for surveillance in the workplace shares a few sirnilar traits with 

the m o n i t o ~ g  of e-mail and genetic screenulg. All three methods of surveillance involve 

the manipulation of t h e  and space. E-mail monitoring can be done at any time, with e- 

mail being traced, recorded and retneved fiom a central location completely separate fiom 

where the e-mail originated. As well, the history of an e-mail message is extremely 

difficult to destroy as is the message itself. In comparison, genetic screening searches for 

the genetic traits that disclose vital and extremely persona1 information. The monitoring 

of genes tags the subject with a biological leash, a genetic ID braceiet divulging past, 

present and possibly future information. Sirnilar to e-mail surveillance, genetic analysis is 

done far away fiom the subject. Technically, the individual does not even have to 

volunteer for testing, as genetic traits are found in hair and skin sarnples. 

Video surveillance dso  involves the manipulation of space and time. A CCTV 

system c m  be set up anywhere, with those that watch the video feedback geographically 

separated fiom those being watched. The video images can be recorded, rewound, fast 

forwarded, and monitored. Information can be played back over and over again. Once 

the image is captured, it can be broken down into pixels, manipulated and enhanced. 

Video camera technology adds a haunting element to surveillance because the carnera 

captures the images, feeding off whomever enters its gaze. The camera is always there, 
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always recording if desired, creating its own space in the sense that entering a certain 

space puts one in the paîh of the electronic eye. The camera, in cornparison to the 

shopkeeper, projects a c'hype~gilant gaze," randomly scanning (Staples, 1 997:4). Video 

surveillance can be extremely intense with around the clock zooming, telescopic and 

roving capabilities expanding its space. With such capabilities, it is no wonder employees 

fear for their privacy, 

What video surveillance brings to the workplace, however, is not only a fear for 

privacy, but also an element of discipline. The surveillance is potentially constant, 

because unbeknownst to the employee the carnera might not always be on them or even 

switched on. The impact of this surveillance is the illusion îhat a s u p e ~ s o r  is constantly 

there. Although employees rnight feel violated because there is already an implied level 

of mistrust between the employer and the employee, employees mi& tend to watch their 

conduct within the workplace accordingly, so that their actions are not seen as suspicious 

or negaiive. Employees thereby become involved in a mechanism of power where they 

discipline themselves because they are aware that they are being watched, but unaware of 

exactly when. The panoptic fùnction has once again reared its head. Employees can go 

out of their way to behave "normally" on carnera and thus theoretically, order, efficiency, 

and control would result. 

However, this panoptic fûnction via video surveillance assumes that employees 

will go out of their way to appease the cameras, and more specifically the employers who 

watch the video. As mentioned before regarding the donkeys in the smart machine, 

employees might go out of their way to avoid being caught by the cameras by finding 
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unsupervised locations. Also, the element of self-discipline only works if the employees 

actually care about the video surveillance system; in many cases, video cameras merely 

become part of the office decor (Schuman, 1995). Over t h e ,  employees rnight no 

longer become threatened by the cameras because the cameras are forgotten about and 

ignored. Furthemore, the cameras are only usefil if consequences are felt when 

deviation occurs. If the cameras catch a deviant act within the workplace, and no 

immediate sanctions are taken against the empioyee in question, how does that reflect on 

the usefulness of the camera? But the carnera, although docile on its perch, does not 

necessarily need to be accompanied with punitive sanctions. Instead, the threat of the 

canera, the threat of possible consequences establishes an element of fear and 

cautiousness. It is the threat of action that becomes the disciplining function of the 

camera, and the subordination and self-discipline of the employee, because of that threat, 

is attributed to the camera's presence. 

Finally, a video surveillance system aIso possesses the element of prediction. 

Unlike genetic traits, no employee can be reprimanded for what one is about to do in &ont 

of the camera, but the video surveillance system is put in place based on the assumption 

that something wiZl happen. (Staples, 1997:6). Sirnilar to the monitoring of e-mail, video 

surveillance is preventing and predicting deviance "rather than responding to a violation 

afier it has occurred" (Staples, 19975). Genetic traits lay out the potential biological 

fiiture of an individual, while video surveillance is set up to catch a future deviant act. In 

the context of social control and surveillance, a degree of prediction is always present 

(Staples, 1997). 
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Avoiding or ignoring the eye of the carnera however does not negate the problem 

that worker privacy is being violated. Ignorance of the camera's presence cannot be bliss. 

The social and legal implications of worker privacy violations due to video surveillance is 

what is at stake. Elements of trust and privacy become sacrificed within the confuies of 

the workplace, perpetuated by the use of surveillance in an effort to enhance productivity 

in an era dominated by capitalism. 

What are We Left With? - Elernents o f  Social Control. Surveillance. and Privacy 

Some of the groundwork for why surveillance is found in the workplace has 

already been done in chapter two. However, there is a need to M e r  explore the 

phenornenon of workplace surveillance to grasp an even better understanding of the 

relationships found within the workplace involving the worker and the employer, the 

information being collected, the technology of power, social control, the concept of 

discipline, the concepts of tmst and privacy, and finally, enlightening the worker through 

the development of employee self-awareness. 

Social Control 

After al1 the methods of monitoring have been laid out and specific instances of 

privacy invasion have been brought to the forefiont, what exactly are we left with? What 

does this mean for the common employee? Al1 of these methods of surveillance in the 
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workplace suggest that there is indeed an intensifie4 historically consistent f o m  of social 

control; that in a postmodem society there is a b l h g  of lines between the public and the 

private; that identities are defined and redefmed within the confines of the workplace; that 

pnvacy has slowly become a legal issue rather than a social/human rïghts issue; and that 

the workplace not only is indeed modelled to increase productivity, but also it is an 

environment bent on creating a "perfect worker". We are lefi with a transparent society 

@rin, 1 W8), a controlled workplace, and a panoptic state that is "increasingly future- 

onented and concerned about the predictive power of the information it gathers, just as 

the capitalist corporation is oriented toward the future return on its investment" 

(Whitaker, f 999:45). 

Yet, the surveillance of workers is much more than prediction, as the workplace is 

responsible for creating, moulding, and definhg its employees through surveillance. 

Pnvacy becomes constantly redefined, left behind, and infiltrated within the workplace, as 

employers establish more control and employees, consciously and unconsciously, 

relinquish their private lives. However, employees do not sirnply become pawns. There 

is an element of resistance against surveillance within the workplace, although for those 

where resistance fails or is only partially successfui, surveillance becomes a method of 

social control implemented by the employer. Total resistance against surveillance 

becomes extrernely difficult, mainly because surveillance provides the information needed 

to establish a disciplined workplace based on a pnvacy trade-off relationship. The 

workplace, the commun.@ that the worlcplace is found in, the city that the community is 

found in and so on, have dl become part of a surveillance system. It is a system that no 
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longer necessarily functions fiom the top down, but rather surrounds us, becomes us, 

feeds off of us and supplies us with knowledge and power. As Staples points out, 

"disciplinary power, then, is thought of as being "bi-directional," not simply operating 

fi-om the "top down" but circulating throughout the social body (Staples, 1997:25). 

Therefore, perhaps what is needed is a re-evaluation of privacy. To confine 

privacy to a legai context is not doing the concept justice. Granted legal protection of 

privacy is warranted, and by al1 means when a severe violation of privacy occurs, then 

legal protection, of either the data or the ernployee, should be one of the answers. But it is 

much more than a legal probiem; it is a social relation which has been questioned, 

challenged, reaffirmed and even disembodied. Privacy has been partially removed fiom 

the employee, placed in the hands of the employer, the government, one's CO-workers and 

society. Privacy as a social relation, embodies efficiency, surveillance, and discipline 

within the confines of the work cubicle. 

The workplace camot be considered as an isolated environment but rather one that 

is influenced by the society of which it is a part. Elements of surveillance found within 

the workplace are part of a greater context of surveillance. Aithough there is no one 

Wizard" behind the curtain, monitoring and forcibly controlling us al1 in some Orwellian 

state, there is an element of a network, of a surveiliance system that is as great and maybe 

even greater than the sum of its parts. For example, according to Abbe Mowshowitz, 

a f f ~ t y  groups, a collection of individuals with similar objectives, is able to shape the 

attitude of members - which is the essence of social control (Mowshowitz, 1996). Despite 

- - 

" 1 am referring to the Wizard in the 1939 classic, The Wizard of Oz. 
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the great distance between these groups, al1 of whom are linked by one or several 

characteristics, with technology and communications improving at a phenomenal rate, 

these affinity groups can expand their roles (Mowshowitz, 1996:80). Mowshowitz uses 

the network marketplace to demonstrate this aspect of social control. For marketers and 

advertisers, cornputer networks facilitate a wide range and scope of target marketing 

which in tum will b ~ g  in more affinity groups into the network marketplace and thus 

expand the web of social control. Another key component with regards to social control 

and the network marketplace is that the consumer has become linked to the network via 

cornputers, phone lines, and televisions. Purchases c m  be made fiom one's home or 

office, but either way, the consumer becomes pulled into the network. Once integrated 

into the network, the consumer becomes a profile, a data file stored away for future 

reference. But the individual consumer is not alone, for what has happened is that al1 

these consumers, no matter what their tastes are, have al1 entered affinity groups based on 

consumption and as Mowshowitz points out, "affinity groups based on consumption 

constitute the most likely arena for the elaboration of the new forrns of social control" 

(Mowshowitz, 1996:97). Essentially, once one becomes involved in the network 

marketplace, one becomes Iinked to many other consumers, but also targeted as an 

individual consumer by marketers. Those consurners with similar profiles, get targeted as 

a particular affinity group. And it is this group, the virtual affinity group, that becomes 

moulded and defined, but will also eventually "develop its own noms and standards," as 

intemal and external control mechanisms are irnplernented (Mowshowitz, 1996:98). 

Members of a certain affinity group begin to cornrnunicate with each other and the 



opportunity for a virtual group formation via e-mail and file transfers establishes an 

element of endogenous social control. Thus, social control is irnposed upon and internally 

generated by the members of the affinity group, It is this network that links us to others 

and to some degree implements a level of social control. Therefore, in some capacity, we 

al1 become part of the web of surveillance, part o f  the network or "system" of 

surveillance, and become incorporated into these aflinity groups. This can happen in the 

workplace, or external to the workplace, but nonetheless, in some manner, we become 

part of a network which knowingly or unknowingIy links us to others and at the sarne time 

incorporates us into a web of social control . 

As mentioned, we feed off this elernent of surveillance, and thus, we ourselves 

become the creators and victims of increasing social control. Oscar Gandy points out that 

through surveillance, the ability to predict and prevent deviance makes the employee "the 

target of bureaucratic control," which is what is happening within today's work 

environment (Gandy, 1989:65). Based on Frank Webster and Kevin Robins ' point that 

information technology is a complex social relation, Gandy concludes that the 

development and spread of information technoiogy, whic h includes the surveillance 

methods used to gather information, "reflect the design and interests of bureaucraties and, 

increasingly, the consent and assistance of a "disciplinary state" that contains dissent and 

opposition from those least well served by the information revolution" (Gandy, 19 89:65). 

Webster and Robins make the argument that the control of information technology and 

information itself is combined with "controlling the production process," and that the 

'"nistory of capitalist industry ... has been a matter of  the deepening and extension of 
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information gathering and surveillance" (in Mainprize, 1996: 1 1). Thus, social control is 

implemented through information technologies by processing and classirng workers and 

in addition, planning a certain behaviour within a social environnient (Galbraith and 

Beniger in Gandy, 1989:65). Social control is implemented through the use of 

surveillance techniques within the workplace in an attempt to establish bureaucratic 

control, discipline, enhance productivity and create the docile worker. 

Of course, it might be much simpler than that. Brin (1998) points out that it is 

human nature that drives us to want to know more about others. At Our core, Brin argues, 

we are "information pack rats and inveterate correlators ... we hunger for news, facts, and 

rumours" (Brin, 1998:80). Thus, we al1 crave information, and legislation of any kind 

limiting our means of gathering information will eventually fa11 on deaf ears. But do we 

crave information or do we crave what we can do with that information? It might be 

human nature to want to be nosy, but the gathering of information alone is not the 

problem when it cornes to information technologies. Rather, the problem is how that 

information is used, collected, and disseminated- 

What is of concern is the logistics of the "gaze", privacy within the workplace, and 

the dimension of prediction. The gaze of the video carnera for instance is one that is 

intriguing and yet c m  violate an employee's right. It is intriguing because, as William 

Staples (1997) points out, we are a voyeuristic society and "we have become obsessed 

with the gaze of the videocam, not oniy because we perceive that it brings us "security" 

but also because we are fascinated by the visual representation of ourselves" (Staples, 

199757). We are caught within a gaze that we might essentially want to be caught in. 
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But wanting to see ourselves and exhibiting ourselves does not mean we want others to 

know about us, Would it not be perfect if we could expose ourselves and yet reveal 

nothing? Unfortunately the gaze, the video captured, and the images recorded, do tell a 

story of nomality versus deviance. Video surveillance tries to ensure normality within 

the workplace, at the expense of privacy. 

The gaze itself however, is not perfect. First of all, is the gaze focussed? When a 

video camera surveys its allotted area, does it capture what it needs to capture? Video 

surveillance is usually automatic, independent of its owners and controllers, gathering 

video images without discretion. Within the workplace, if the video camera is a roving 

camera, then there is a chance that not al1 is being recorded. Then again, with several 

cameras in place, and overlapping "media" spaces being covered by different cameras, the 

gaze can be quite wide and consistent. With regards to the monitoring of e-mail, are al1 

the e-mail letters being intercepted? Are only certain e-mail letters that contain key- words 

being saved unbeknownst to the employee? The monitoring of e-mail is dificult to do 

consistently because of the manpower needed to weed through the mail. However, there 

are programs that can catch certain words that are deemed inappropriate and those letters 

can be looked at specifically. 

Secondly, the gaze is no longer just a gaze. Video surveillance does not only 

videotape what is going on, but also can record and digitize a history of actions. Video 

surveillance goes beyond the gaze because there is a collection and analysis of 

information. Both e-mail monitoring and genetic screenuig have the same charactenstics. 

Information gathered by these two methods of surveillance cm be saved and recalled 
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easily, in an effort to create a file or database on certain employees. Finally, the gaze is 

bidirectional, where there is a need for both parties to voluntarily or involuntarily, 

knowingly or unknowingly cooperate in order for the relation to work. Although modem 

methods of surveillance are removed fkom their subjects and their controllers, eliminating 

face-to-face interaction, they are the tools of the omniscient observer (Zuboff, 1988:323). 

But these tools will only work if there is someone to monitor, someone to videotape, and 

someone to prick and probe for information. Without the subject, the gaze stares off in 

the distance, creating a "space" that would never be occupied. But there is always 

someone to watch, someone to monitor, and someone to spy on; we have all made sure of 

that. 

Transformation and Disorganized Surveillance 

Surveillance in the workplace is an actuality, but its purpose and effects are 

mystenous, confusing, and cornplex. Surveillance is mystenous because it can be hidden, 

yet exposing. Invisible and visible foms of surveillance within the workplace c m  be 

used to peek, prod and evaluate employees. Surveillance has been credited with the 

transformation of the workplace as well as the continuity of the workplace. Workplace 

monitoring has been argued to be either changing the workplace entirely or simply 

intemimg, modiSmg, and redefïning it within historical scientific management 

strategies. Seen as either conducive or problematic to a more efficient work environment, 

survei1Iance in the workplace becomes a mediator of relations, a d e r  for productivity, a 
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measure of cornpliance, and a safeguard for ernployers. Workplace monitoring tries to 

take away the uncertainties of the workplace, creating an environment where the 

employee becomes exposed. 

But is the current workplace and the intensity of surveiflance different now 

compared to early capitalist workplaces and if so, in what way? David Lyon (1994) 

argues that information technology and workplace surveillance do maintain the position 

of capital, intensifjtîng employee monitoring. But viewing surveillance "in this light is to 

miss the broader significance" (Lyon, 1994: 126). Lyon argues that new social relations 

are not produced through technologies, nor do they reproduce old ones, but rather 

cornputers control processes rather than people. An interesting point since others, such as 

Regan argue, that the workers are the focus and not the work itself (1996). Lyon explains 

that everyone within the work environment is prone to scrutiny and at times even the 

customer takes on the role of the manager, through customer response and needs. But this 

does not mean that the workplace is experiencing a total institutional transformation, 

where panoptic imagery, such as in Zuboff s case, implies total control. Lyon argues that 

the original intent of surveillance is misleading. Granted intensified surveillance c m  lead 

to greater control of employees, this was not the primary objective of surveillance. 

Instead, this forrn of control owes its existence to self-discipline and to enable "managers 

[to] derive extra control without bureaucratic or mechanical help" (Lyon, 1994: 132). 

T'us, Lyon argues that the workplace and surveillance are not undergoing a 

transformation, but rather, as Dandeker and Rule also suggest, a form of continuity (Lyon, 

1994: 134). The enhancement of surveillance parallels the pursuit of "traditional goals of 
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CO-ordination and information exchange between divisions and the interna1 supervision 

of the workplace, and in the quest for market niches, custorner senice and even 

'electronic handcufibg' ... of cornpanies and clients" (Lyon, 1994: 134). Thus, we are left 

with 'disorganized surveillance', a controlled workplace that is based on self-discipline 

and the cornpliance with noms. This is a type of workplace surveillance that is intense 

and revealing, but a consequence rather than an explicit means of coercive control through 

monitoring ' 2. 

Lyon makes a valid point, claiming that technology and surveillance in the 

workplace must be seen "against the backdrop of changing patterns of economic 

enterprise and management," and as a significant departure fiom Fordism and not a novel 

social practice (Lyon, 1994: 134). But surveillance in the workplace does more than only 

create control through self-discipline. Surveillance and technology within the workplace 

alter social relations through, what Poster (1995) calls, the "mode of information." 

Before embarking on Mark Poster's poststructuralist concept of the mode of 

information, it is important to understand the power/knowledge relation. The place of 

power in the Iabour process involves a Foucauldian powedknowledge relationship 

(Sewell, 1996: Lyon, 1994). What becomes of utmost importance in the management of 

labour, is not only the accumulation of information, but the powerknowledge relation 

'%hich acts on the industrial worker under surveillance" (Sewell, 1996:790). Foucault 

argues that "power produces howledge ...[ and] that power and knowledge direcdy imply 

l2 See "Computerized Surveillance in the Workplace: Forms and Distributions," by James 
Rule and Peter Brantley (1 992). 



96 

one-another" (in Sewell, l996:79O). Within the Panopticon, Sewell argues that bbscrutiny 

and surveillance in the workplace are not arbitrary and indiscriminate, they are highly 

focussed and directed, reflecting the specificities of the powerhowledge circumstances" 

(Sewell, 1 996:789). For Foucault, "knowledge follows the advances of power, 

discovering new objects of knowledge over d l  the surfaces on which power is exercised" 

(Foucault, l979:204). Through the panoptic, one becomes visible, classified and 

sequestered, and discipline becomes an exercise of power. The visibility of employees 

assures the "hold of power that is exercised over themy7 (Foucault, 1979: 1 8 7). But Poster 

focuses on another aspect of the powerhowledge relation. He argues that the 

categorkation of people signifies their identity in society and that "language is not simply 

a tool for expression, it is also a structure that defines the limits of communication and 

shapes the subjects who speak" (in Lyon, 1994: 191). Thus, the "electronic media alter(s) 

the niles of the game" (Lyon, 1994: 19 1). 

Poster questions the fixed subject in this "radical reconfiguration of language," 

where identity becomes unstable, multiplied, disseminated, and decentered (Poster, 

1 99557-59). The mode of information, the reconfiguration of language, represents an 

unstable reality, a gap between the speaker and the listener, where the subject becomes 

lost. The subject is "interpellated through language and cannot easily escape 

recognition of that interpellation ...[ thus] electronic communications systematically 

remove the fixed points, the grounds, the foundations that were essential to modem 

theory" (Poster, 199560). Therefore, the subject's identity becomes a shadow of its 

original self. a data image which is recod~gured as it flows fkom point to point, fiom 
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database to database. Social space becomes pervaded as the identity of an individual 

multiplies, without consent, intention, feeling or will (Poster, l995:68). The physical 

subject becomes left behind, leaving a body with no soul. And it is within the mode of 

information that language becomes an act of domination, "a complex manipulation of 

symbols" (Poster, 1990:87). Ironically, we become producers of  these identities, filling 

out forms for whatever identification card, thus we "actually participate in the process that 

multiplies our 'selves"' (Lyon, 1994: 19 1). We are compelled, coerced, and persuaded to 

partake in the construction of databases, in the construction of our new 'identities', OUI- 

new 'realities'. But what does this mean for privacy if privacy dissolves in power? (Lyon, 

lW4: 19 1). 

Lyon argues that privacy is socially constructed and if indeed we are created by 

electronic surveillance, then the power of this process to dominate us is far more 

interesting and pervasive than the socially-constructed private sphere being threatened 

(Lyon, 994: 192). But personal interest aside, the multiplicity of our 'selves' begs &e 

question that the problem of privacy has now been exacerbated. Labour relations and 

privacy relations between manager and employee no longer only exist at a legal level, nor 

do they only exist at a social level where privacy becomes constructed out of self-identity, 

but they now also exist at an electronic, database, and Ianguage level. Data images, the 

flow of information fiom database to database, and the reconstitution of an electronic 

identïty become another privacy concem. A prîvacy concern that goes beyond self- 

identity because reality becomes reconfigured and identity, the original being, becomes 

misplaced, mysterious, and decentred. 



Chip Off the Old Block of PrzTZvacy 

Afier al1 is said and done, the main concem of privacy still remains a problem. 

There is a crack in the dam of privacy, one that leaks information that cannot be 

contained. Privacy, particularly pnvacy in the workplace, is continuously threatened and 

invaded in an environment infested with Somation t echnology and surveillance. An 

employee's privacy and identity are challenged withùi the workplace whcn an employer 

makes a conscious, and even unconscious effort at monitoring an employee and collecting 

personal information about them. Without repeating the various definitions of privacy 

already stated, it is important to explore exactly what is happening within the workplace 

in terms of violations of privacy. The problem with pnvacy is that it is a flexible concept, 

one that becomes defined by the situation rather than the individual. For an employee to 

establish a separation-based idea of privacy, it would relegate the employee into a realm 

of isolation. One could separate onesslf fiom CO-workers to an extent, in an attempt to 

maintain a level of privacy, but such isolation is hardly beneficial to the employee and 

such separation fiom one's employer is virtually impossible. With intense surveillance, 

hiding in one's cubicle becornes useless. Thus, an employee is relegated to a control- 

based idea of privacy? where the information surrendered is done with the permission of 

the employee. 

Essentially, however, that is the problem. With increasingly persuasive methods 

of surveillance and a rationalization based on productivity, efficiency and control, the 
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voluntary aspect of a control-based privacy becomes threatened in the workplace. How 

can one bide information when they are being biologically invaded (genetic screening), 

constantly observed (video surveillance), and their work or daily activities are monitored 

(e-mail tracking)? There is however a voluntary aspect to surveillance and the 

relinquishing of information. Simon Davies points out that "many surveillance schemes 

now involve a 'voluntary' component which has the effect of neutralizing public concern 

about surveillance" (in Agre and Rotenberg, 1997: 159). But is there really a voluntary 

component? Employees put their jobs at risk by not giving up information and not 

complying with business policies. As well, the voluntary aspect disappears when dealing 

with such methods of surveillance as simple video cameras in a work area owned by the 

employer. An employee is on the employer's propem and thus lacks significant leverage 

in controlling persona1 information. As Brin points out, can we even own our personal 

information (Brin, 1 W8)? In the debates mentioned earlier, many see control over 

personal information as control over property. But there are those who oppose such an 

approach. Roger Clarke sees the idea that information is a commodity as foolish because 

a more 'kseful convention is to recognize interests in data and in the case of personal data 

to recognize a very strong interest on the part of the data subject" (in Brin, 1 W8:9 1). 

Clarke states that claiming information as an inherent proprietary notion is doomed to fail 

(in Brin, 1 998:g 1). In whatever manner privacy is understood, the problem that private 

information is being collected in the workplace is still of great concern. 

But another problem regarding privacy, as David Nock argues, is that perhaps we 

have too much privacy to begin with. Nock considers the wide spread use of surveillance 



techniques, which he narrows down to credentials and ordeals, as essentially the costs of 

privacy. With an increase in population and urbanization, there is an increase of 

strangers, which accordingly leads to an increase in privacy. Living in a world of 

strangers, it becomes difficult to establish trust with others without having some sort of 

"symbolic" measures of trust in place. These credentials and ordeals", credit cards, driver 

licenses, lie detector tests, and h g  tests to name a few, act as signifiers of reputation. 

The infornation these ordeals and credentials contain establishes one's reputation, a 

reputation that can be transported anywhere at any time. Thus, one's reputation is 

portable, comected to its owner, and needed to establish tmst arnongst strangers. We 

have become strangers in a world that functions on tmst. 

However, Nock's thesis is difficult to apply to the surveillance found within the 

workplace. First of all, when a oew employee is hired, it is a logical assurnption that the 

employer would want to collect some background information on the prospective 

employee. The potential employee's previous credentials and past ordeals might be 

accessed by the future employer. Based on this information, assuming that the potential 

employee is qualified, the employer c m  achieve a certain level of trust between himself 

and the employee. But this social relation of trust, which was in need of being established 

when the employee was a stranger, falls to the wayside when the employer begins to 

monitor his or her employees. The element of trust that was originally established when 

l3  The term 'ordeals' refers to rituals or rites of passage which aid in validating a 
reputation or determine if one is telling the mith. An example of an ordeal is a dmg test 
or lie detector test. As Nock points out, through an "ordeal, people are able to validate 
their reputation, to garner proof of the validity of their claims, or to establish their c l a b  
to innocence, membership, or cornpetence" (Nock, 1993 : 15). 
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hired disappears. One must redefine oneself within the workplace, establishing a new 

reputation through different ordeals and credentials. Secondiy, Nock argues that we have 

too much privacy, but he fails to acknowiedge the point that with ordeals and credentials, 

we become discomected as well as connected to other strangers. We build relations of 

trust through surveillance, but we are lefi with creating relationships based on second or 

even thud hand information. We become even more estranged fiom others and ourselves 

as our relations with CO-workers and employers becomes reduced to ID cards, biometrics, 

and active badges. 

But maybe we are really al1 coming closer together? Worlcplace monitoring is 

also an attempt at creating a workable workplace. As Mike Weir, a director at Computer 

Science Lab daims, the use of active badges, a type of surveillance, helps in the creation 

of a community. Weir argues that active badges "'help people have a better sense of 

community through ubiquitous computing" (Weir, intewiewed in Selling the Future, 

1994). Thus, it is not just surveillance or the use of computers that is being sold, but the 

idea of community. Being able to tell where everyone is within the work environment 

brings us closer together. We are not spying on each other and management is not spying 

on its employees. Our CO-workers are getting to know one another and management is 

getting closer to its employees, assuring them that they are there when needed. As Weir 

suggests, ubiquitous computing, which in this case can be classified as a form of 

surveillance as this includes active badges, "is for computers to get out of the way so 

people can do they want to do with their lives" (Weir, in te~ewed in Selling the Future, 

1998). It is argued that a comrnunity built on surveillance and the knowledge of others 
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should be welcomed and not considered a hindrance but a faciiitator towards trust and 

community. The workplace becomes a comrnunity because workplace control through 

surveillance is effective and consequently reflexive (Whïtaker, 1999:40). SurveiIIance 

not only allows management to control the work, but the technology of surveillance 

surrounds us, enhancing the power of discipline and i n t emimg  ' the reflexive capacity of 

management to monitor its own performance and to take appropriate measures to improve 

its efficiency" (Whitaker, l999:4O). But workplace surveillance also becomes more than 

just enhanced Taylorism, the speeding up of production, but also a form of empowerment 

where there is a devolut ion of responsibility. As Reg Whitaker argues, surveilIance 

allows for a delegation of power that progresses its way ccdownward from supervisory 

management to fiont-line or street-level worker" (Whitaker, 1999: 1 15). Thus, it can be 

argued that surveillance in the workplace creates a community atmosphere, but one that is 

also based on greater dispersed responsibility. It becomes a matter of putting power back 

into the hands of the worker. The dispersa1 of information "sirnultaneously reorganizes 

the structure of supervision both vertically and horizontally...[and] computers in a sense 

allow individual workers to monitor themselves" (Whitaker, 1999: 1 16). With this 

empowennent cornes greater responsibility, but also greater vulnerability, as surveillance 

becomes decentred in the workplace and each worker becomes even more accountable. 

The Pace of collecting persona1 information within the workplace is increasing, 

but the value of this information is increasing as well. The information is being used in 

new ways with the goal being that it will have some strategic advantage (Smith, 1994:8- 

9). With new ways of using persona1 information, surveillance has become even more 



intense in hopes of collecting every last bit of information possible; every piece of 

information is made relevant. But relinquishing information also allows us to participate 

in society and in the workplace. We are silently coerced and passively included into 

society through surveillance, through exposure. The Iegality of the right to privacy is a 

valid concern, but one that has its shortcornings, As an employee, there is a need to give 

up some information, since job evaluations depend on it. Management control, efficiency 

and social control require monitoring to some degree. But who is doing the monitoring, 

and what information is being collected and used become major concerns. The invasion 

of privacy, at least fkom a Iegal standpoint, grounds itself on the physical intrusion of 

space and the extraction of information, but depends on the self-protection of privacy14 by 

those who c m  negotiate it Cyon, 1994: 196). Privacy based on social relations deal with 

self-identity, the construction of employee/employer relations, and the control of 

information. Within the workplace, the control of information becomes a crucial point. 

The control of information does not necessarily protect an employee's privacy, but rather 

gives the employee the ability to establish a position where ody  relevant information is 

exposed and collected. Control involves the construction of the self, either through 

impression management or data images. 

My main concern is that employees should be aware of workplace monitoring and 

the social relations they are involved in which have allowed information to be collected. 

This point may seem trite, but it is only through the understanding of social, econornic, 

I4 The self-protection of privacy refers to placing the onus of privacy protection on the 
individual and, in this case, the employee. 
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and historical contexts that one c m  fùlly understand one's place within industrial labour 

in terms of privacy. Unfortunately, this does not clear up the privacy debate, but it does 

contribute to awareness of its cornplexities, for only out of awareness can we develop 

resistance. From a Foucauldian perspective, we must simply always be aware of the 

dangers. We must be aware of the potentials of privacy invasion - not only as a negative 

feature, as invasion bas the uodertone of negativity to begin with, but rather as a spring 

board towards an element of exclusion und inclusion in the workplace and society in 

general (Lyon, 1 994: 196-1 98). The increasing intensity of workplace surveiIIance is not a 

myth, nor is it the Orwellian Big Brother many make it out to be. However, this by no 

means negates employee concems regarding workplace privacy. Despite the fact that 

pt-ivacy involves inclusion and exclusion, it does have limits. To what degree information 

is being collected, how it is being collected, and when it is being collected are still valid 

concems. The problem is that privacy, as a participatory principle, lacks a tnie voluntary 

principle. Inclusion is only done because it has to be done, and this is no different in the 

workplace. Workers have to work to make 'ends meet' and they must act appropriately 

withh the work environment to keep their job and maintain their quotas. 

Surveillance in the workplace does create an aspect of employee self-discipline, 

but it also lends itself to the creation of the "perfect worker". It provides an elernent of 

control, power, and discipline as the employee is caught in the normalizing gaze. It is the 

creation of the "perfect worker" and the notion of prediction that allows us to look at 

sunieillance in the workplace even M e r .  



Creatïng the "Per$ect Worke?' 

The final point 1 would like to make in this chapter is that employers are now not 

only tryïng to weed out those that are normal, the ones that work diligently, frorn the 

deviant employees, the ones that steal and waste company tirne; but also there is a 

conscious effort to create a "perfect" employee. In an attempt to predict employee actions 

in the workplace through surveillance, employers have consequently elirnînated the 

employee characteristics that they do not want and have attempted to create an employee 

that fits the company mould. As Regan points out, "the trend is that surveillance 

increasingly focuses on the worker rather than the work itself' (Regan, 1993 : 1). The 

work is secondary when it cornes to monitoring, as the body is now the focus of 

surveillance. Staples fùrthers this argument, claiming that "the ability of organizations to 

monitor, judge, or even regulate our actions and behaviours through our bodies is 

significantly enhanceci" (Staples, 19975). The focus is now on the worker and how that 

worker should act within the confines of the workplace. John Gilliom argues that an 

employer wants to maximize the labour of an employee, referring back to Richard 

Edwards' explanation of the aspect of control within the workplace and how the 

workplace becomes a battleground (Gilliorn, 1994). Edwards claims that the 'korkplace 

becomes a battleground, as employers attempt to extract the maximum effort from 

workers and workers necessarily resist their bosses' impositions" (Edwards in Gilliom, 

1 994:48). By predicting and assuming the actions of an employee with the aid of 

surveillance, employers are aimhg at creating a "perfect" workplace full of "perfect 
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workers". Giliiom claims that the drive towards production has become secondary to the 

drive for the ''perfect worker" (Gilliom, 199450). The goal is to find the right person by 

eliminating the wrong person, not by necessarily working with what is given to you. 

Employers have the ability to hire and let go those workers whom they feel are needed for 

the company. Thus, "the premise that management concems are limited to actual rates of 

productivity is outmoded. The contemporary approac h tu increas h g  discipline and 

productivity is a far more encompassing strategy that seeks to fhd. ..the good worker" 

(Gilliorn, 19945 1). With the incentive to find the "perfect worker," persona1 information 

increases in value exponentially. With a laid out plan of what type of workers are wanted 

and needed in the company, the office becomes a mechanism of power with disciplinary 

power difising and circulating within, shaping and creating the perfect environment 

(Gilliom, 199453). And in the end, the employee becomes even more visible than ever 

before, forced to forfeit an enonnous amount of personal information to the shopkeeper. 



C hapter 4 - Privacy Satisfaction, Legal Action, Union Reaction 

Do WL R e m  Cam? 

A Ltye Less Ordiinary and Private 

What remains to be seen is not how surveillance in the workplace has come about, 

but rather, do we as individuals and employees even care that there is an element of 

privacy invasion, and how do we as individuals and through collective organization, ie. 

unions and govemments, deal with the issues of privacy especially in the workplace? 

Also, are we dealhg with the issue of privacy appropriately, as a social and IegaI issue? 

The concem is now redirected towards the individuals, the 'tictims" of privacy invasion, 

who are concerned that there is the ongoing possibility of personal information being 

accmulated, overtly or covertly; distributed; and manipulated. 

We have become subjects in a society bent on exposing its citizens. We gain 

citizenship and other rights through the information we generate and at the same time are 

revealed by that same information, which is accumulated and distributed to other parties. 

As explained earlier, we have created our own world of privacy invasion and privacy 

protection because we continuously become a part of it, feeding it and living off it. The 

most pessirnistic expert might even Say that the "game is already over, that technology has 

laid bare the life stories of us all, that Canadians should consign the concept of individual 

control to history, stop worrying and leam to live with and love the fkee flow of 
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 information^^ (International Labour Office, 1993a:30). However, the increase in cases of 

privacy invasion do not necessarily constitute a need for the complete elimination of 

electronic surveillance and in particular, job performance monitoring. One commission in 

France agreed with such a point, stating that ''data processing should be controlled, not 

paralyzed" (International Labour Office, 1993a:30). Thus, 1 would argue that despite the 

fact that there is a fear of pnvacy invasion within the workplace because of workplace 

surveillance, this does not constitute the need for its outright elimination. I agree that 

there is an element of privacy invasion because of the surveillance of employees, but F 

also agree that empfoyers need to have a certain level of information about their 

employees and employee performance. 

Reniniing to Reg Whitaker's argument, he points to our "growing apathy about 

persona1 security breaches Eom our indoctrination into the panopticon society" (Martin 

on Whitaker, 1999)- Through the elimination of risk, the panoptic features of our society 

elevate the intensity and range of surveillance, creating a large "network" of which we are 

al1 a part. We thus establish a dialectical relationship with this "network." Information 

technologies form two sides of the same coin as they "enable and empower, but they 

make their users more vulnerable to surveillance and manipulation ... the two sides cannot 

be separated: it is precisely what empowers that also extends vulnerability" (Whitaker, 

1999: 10 1). For example, many people willfùlly volunteer persona1 information in order 

to receive goods or services in return. Privacy and information become involved in a 

reciprocal relationship where a loss of privacy begets a reward. 

Frank Webster also makes a similar point regardhg the relationship between 
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privacy and surveillance. Webster points out that one of the main paradoxes of rnodernity 

has to do with distinguishîng between individuation and individuality. Individuation is 

when a person is identified by a singuiar record, while individuality, which many beIieve 

is being increasingly threatened, is the abiIity to be in charge of one's own destiny, 

"having genuine choices in and control over one's life - things immicable it would appear, 

to intrusive institutions and their information-gathering impulses" (Webster, 199555). 

Webster explains that the paradox revolves around the notion that individuation requires 

that people be monitored but "the development of files on individuals ... may in fact be 

requisites of enhancing their individuality...(and) if we as a society are going to respect 

and support the individuality of members, then a requisite may be that we kmow a great 

deal about hem" (Webster, 199555). Thus, a paradox emerges: there is a tendency for 

the need of greater surveillance in order to safeguard individuality. 

On the one hand, the need to surrender information can be seen in a positive light, 

as more information about people establishes a greater degree of tmst and equality 

between members of a society. Webster goes on to explain that persona1 information is 

needed so that individuals can receive certain entitlements and a certain level of 

individuality ( 1 995 :56). Hence, "we cannot ... straightforwardly equate greater information 

about people with a diminishment of individuality," and thus, another paradox emerges 

stemming fiom the idea that the world is now a world of strangers (Webster, 199556). 

We live in advanced, complex societies which need to gather detailed information about 

%eir publics in order to fûnction" (Webster, 1 99557). 

On the other hand, the act of "volunteering" information is not as voluntary as one 



would like to think, especially when information is needed to become part of an 

information driven social system, found inside and outside of the workplace. One must 

be able to give up information for something in return. Therefore, it is no surprise that the 

invasion of privacy is significant, yet the invasion's impact is lessened by the need to 

participate in society, and the general apathy about relinquishing information. It is no 

different within the workplace. Although surveillance and the gathering of information 

are an integral feature of al1 modem societies, ignorance is not bliss, and apathy or the 

lack of concem over mendering information is not a suitable or justifiable explmation 

for the invasion of privacy. As far as the workplace is concemed, it is still not entirely 

clear whether there is a "need" for employees to waiver information in order for them to 

become part of the business organization. As corporations get larger, become bigger 

players in the community, and provide more goods and services, the surveillance of the 

shop floor becomes even more crucial in attempts to maxirnize efficiency. However, is 

the invasion of employee privacy necessary? Also, it is necessary to evaluate if the 

employee or the citizen realizes the consequences of surveillance in terms of what 

information is being collected and how their privacy is being invaded. How can an 

employee cornplain if he or she does not realize what is happening or even care? 

Privacy in Canada Revealed 

At any given moment in the workplace, a piece of information about an employee 

can be retrieved and recorded either overtly or covertly. In addition, the ability to avoid 
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such means of surveillance and still be able to fully participate within the workplace, i.e in 

employrnent, work benefits, and security clearance, is virtually impossible. In our search 

for security and convenience, are we hitching ourselves to an electronic leash, or are we 

simply experiencing the logical consequences of modernity, trying to establish some f o m  

of individuality as the lone individual caught in a growing world of strangers? 

Secondly, il: is important to understand the degree to which Canadians feel their 

privacy is violated. One of the biggest and most recent studies done in Canada (Ekos 

Research Associates, 1993) reveals that privacy has become a growing concem among 

Canadians, although workplace privacy is only of minor concem. The study, based on 

3000 respondents, found that 92% are at least moderately concerned about pnvacy while 

52% of those Canadians who experience some concern are extremely concemed about 

privacy. However, a ranking of different types of privacy showed that workplace privacy 

was ranked the lowest; mainly, the analysts argue, because monitoring at work is 

generally explicit. In terms of balancing privacy, or achieving an acceptable level of 

pnvacy in retum for entitlements, the study showed that "meeting the condition of 

informed consent," made the provision of information far more acceptable (Ekos 

Research Associates, 1993 : 1 1). Eighty-one percent felt strongly that they should be 

notified in advance when information is being collected, and overaI1, "many pnvacy 

intrusions are relatively more acceptable when there is a practical rationale or benefit" 

(Ekos Research Associates, 1993: 12). The study also found that only 3% of those who 

experienced senous invasions of privacy experienced them in the workplace. 

No matter how complex the study is, the researchers realized that overall, it is hard 
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to grasp the big picture in terms of how Canadians feel about privacy, and thus there was 

a need to M e r  refine the research. As a result, they created a typology in order to deal 

with contradictory beliefs and perceptions of pnvacy arnong Canadians of diverse 

demographics- The typology allowed the surveyors to establish certain distinct types, five 

in total, that better illustrate the sentiments of Canadians regarding privacy. The largest 

cluster (3 1%) were found in those with the most anxiety and discontent about privacy and 

who feared that the govement, as a regdatory body, had too much access to 

information. This group, composed of well educated individuals, had "deep seated 

concerns about surveillance, control and manipulation" (Ekos Research Associates, 

1993:36). More than 50% agreed that there is no real privacy because either businesses or 

the govenunent know everythhg and anythmg they want to know. These "regdators" 

also do not see adequate controls in place to deal with privacy issues and are thus "fearful 

of the threats implied by the interaction of technologkal change and the thirst for 

information" (Ekos Research Associates, 1993:35). However, the regulators do feel that 

the re-establishment of persona1 comfort with privacy issues must be addressed through 

infonned consent and regulation @kas Research Associates, 1993 :36), 

The second largest group, the "extroverted technophobes," which represented 23% 

of the respondents, had sirnilar concems as those ''feafil regulators." However, their 

fèars were based on '&the absence of any clear understanding of just what the nature of the 

threats are" (Ekos Research Associates, 1993:36). This group, made up of respondents 

who are likely to be poorly educated, economically marginal and found within the 

powerless sectors of society, are f h l  of the unknown and yet ironically, "also claim to 
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be open and confident and more Iikely to dismiss pnvacy as a serious concern" (Ekos 

Research Associates, 1993:36). Both the regdators and the extroverts see the solutions 

to privacy problems in the han& of the governent rather than themselves. This final 

point is what makes them different fiom the third type, the "guarded individualists" (6%), 

who are young individuals, tight lipped about revealing persona1 information and less 

threatened b y new technology. They are cautious yet "confident in their individual 

capacity to deal with pnvacy threatsy' (Ekos Research Associates, 1993 :37). 

The "open pragmatists," who represent 22% of Canadians, represent average, 

middle of the road individuals. These respondents were classified as having "rather 

average values on most attitudes" (Ekos Research Associates, 1993 :3 8). There is little 

concem among them about threats fiom new technology. However, they do "insist on the 

need for informed consent, and believe that sorne form of rules are necessary to protect 

the privacy interests of cihzens" (Ekos Research Associates, 1 993 :3 8). Finally, the 

ccindifferent" (1 a%), "acknowledge the reality of privacy threats" but do not 

cbacknowledge its personal relevance" (Ekos Research Associates, 1993 :38). They have 

an open and confident attitude to the provision of information. 

Overall, the study found that privacy is a crucial issue in today's society, one that 

has drastically grown in importance over the last ten years. The study points out that 

"'within Canadian society, there is a pervasive sense that personal pnvacy is under siege 

fkom a range of technological, commercial and social threats" (Ekos Research Associates, 

1993:40). The study points out that most privacy concerns are not related to persona1 

experience, but are rather based on other factors such as rnatters of plinciple and reported 
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experiences (Ekos Research Associates, 1993:4 1). In addition, privacy concerns were 

seen as a greater problem when individuals Iacked awareness and control of the situation. 

High levels of concem were also linked to more abstract, unfaLniliar threats to privacy, 

such as the linking of databases and covert monitoring- In the end, the respondents 

clairned that some forms of privacy invasion are merely nuisances, such as tele-marketing, 

where consent is given; while serious threats to privacy, which include covert monitoring, 

spying, the linking of data, the multiple uses of information and the sharing of 

information, created a level of fear which was unconifortable and unwanted (Ekos 

Research Associates, l993:42). A lack of control over one's information and over 

different forms of privacy intrusion was the biggest threat, as "the uncontrolled and 

surreptitious forms of pnvacy intrusions ... are by far the most threatening and 

unacceptable" (Ekos Research Associates, 1993 :44). Thus, serious threats of invasion 

were of the greatest concem to most Canadians and many seek "greater control, consent 

and protection" (Ekos Research Associates, 1993:44). 

Protect Yourself - Hide Behind Yottr Desk or Put Your Faith in the Balance O f h t i c e  

Invasion and Protection - The Causes and Consequences of Privacy Legislation 

What is also troubling about the invasion of privacy within the workplace is that 

the legal avenues for ernployee protection, as well as the means to defend one's privacy 

and information, are muddled. Recourse for employees regarding workplace monitoring 
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and privacy invasion is a complex process, more likely to f i d  obstacles than a quick 

solution. Torts, non-existent privacy rights, human rights, and criminal codes combine to 

create a hodgepodge system of privacy legislation that misses the mark. Employees are 

left to deal with the consequences of privacy invasion, rather than finding suitable 

legislation that protects them fiom such an iafiingement in the first place. 

In addition to pRvacy legislation being confusing and directionless, some have 

pointed out that the regulation of information technology and the protection of privacy is 

rnisguided, because the solution to the probiem of privacy is part of a "complex h o t  of 

different tensions, rights and responsibilities," and the concept of privacy itself is lost 

amidst an array of definitions ( B e ~ e t t ,  1 99 1 5 6 ;  Chaffey, 1993 ; Davies, 1 997; Regan, 

1993). The policy making processes, the protection of data and privacy, and the various 

legalities involved are part of a larger problem - the inability to define and understand 

privac y. 

Not only has the definition of privacy remained a thorn in the side of privacy 

legislation, a 1egisIation that is ironically meant to dari% the issue, but there is also a 

conflict between ideas, interests, and rights when it cornes to policy making and the 

creation of legislation (Regan, 1993). We have become so involved in an issue that is 

hard to describe and even grasp, so involved in finding a solution, that we have lost sight 

of the problem that instigated caution and such efforts in the f is t  place. Also, we have 

become so consumed by the issue of pnvacy, that we do not know where to turn. We 

question the government, the corporations, and our employers, and in the midst of the 

confusion, we sometimes tend to leave ourselves out of the process. Unknowingly we 
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become pawns of the government, of corporations, and employers, even though we are the 

ones involved in this complex issue. Because they are uninfonned, iadividuals have a 

tendency to refuse to take responsibility for their own privacy. Maybe refuse is a strong 

word, but we are reluctant to control what we are actually able to control, thus shirking 

responsibility. As Flaherty points out, there is a need to be more privacy-conscious 

(Flaherty, 1 997: 1 72). 

Aside fiom being aware of one's own privacy, some niight profess that we have 

already lost our privacy, that "nothing will protect or Save privacy. It's ove? (Brin, 1993). 

They might argue that the battle being currently fought is one against a traffic jam of 

information, a transparent society, a self-exposed community, and that the best way to 

think about privacy 'Ys to behave as though you don't have any" (Manes, 2). That being 

said however, it should not discourage attempts to regain pnvacy if not to protect what 

has not yet been lost of privacy. Thus, despite skepticism, regulations to deal with 

privacy issues, information technology, and data protection rage on, and on a global scale. 

GIobally many corntries including Sweden, Germany, the United States, Britain, 

and Canada, have made some strides towards dealing with information technology. 

However, dealing with information technology is a broad term and does not entirely or 

specifically include the issue of privacy, especially workplace privacy. Rather, there is an 

attempt not to protect the worker's or individual's privacy per se, but to protect a worker's 

or individual's persona1 information. The trend towards data protection has now a main 

focus of privacy, according to Bennett, as the problems of the future "will centre not so 

much around the technology, the individual, or the bureaucracy, but around information" 



(Bennett, 199 1 :66), 

Bennett contends that when dealing with the notion of privacy, three distinct 

definitions of the problem can be identified, and t h s  three different solutions a ise  

(199 1). First, there is the technological approach, where if one regulates the computer, 

this will consequently protect the individual. By this Bennett is refeming to technological 

safeguards, where the input, storage, and retrieval of infUrmation is done only by those 

with the proper authority. A technologically determinist policy or legislation based on 

such an approach "makes no judgement about the propriety or necessity of information 

collection in the first placeyy (Bennett, 199 1 57). Secondly, the problem is that privacy is 

seen as an individual civil right, where the concern is to protect individuality and 

integrity. As Westin points out, in order to have control over one's one information, %ey 

must be given certain concomitant procedural rights" (in Bennett, 199 1 :59). However, 

Bennett also brings up the point, quoting Spiros Simitis (1987), that the more privacy and 

seclusion awarded to an individuai, 'Yhe more the right to be let alone develops into an 

impediment to the transparency necessary for a democratic decision-making process" (in 

Bennett, 199 1 :60). 

Finally, the third approach towards pnvacy is based on bureaucratie 

accountability, where technoiogy is used as a tool for power. In this case, the issue of 

privacy is "not justified as an end in itself but as a means to control the power of the state" 

(Bennett, 199 1 :60). In conclusion, Bennett states that these three approaches fail to 

address the issue of privacy on more than one level, ignoring the "dynamic relationship 

between information technology and organizational information practices" (Bennett, 
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199 1:63). Privacy is a complex issue which is not properly dealt with by earlier, and even 

current legislation. 

By addressing al1 the social factors involved with privacy, information and the 

protection of information become the prime targets, as data protection would account for 

information privacy. However, data protection does not cope with the intrusion on 

privacy, but rather o d y  the control over idionnation. Although data protection is a 

crucial and valid effort, for the ernployee being monitored it provides limited help. The 

intrusive collection of information itselfis a problem for the employee as well as the 

protection of the information that is accumulated through workplace monitoring. For the 

employee, the information being collected needs to be protected and used only for 

previously stated, work related purposes. It is a matter of dealing with the problem of 

privacy invasion as well as the consequences of data collection. The need for data 

protection within the workpIace hinges on the fact that the invasion of privacy is a 

possibility to begin with. 

Privacy Law and Order in Canada 

Canada has made great strides in the field of privacy and information protection 

over the last twenty to thirty years, although mostly limited to the public sector. The 

establishment of a federal, and in some cases a provincial, Privacy Commissioner has 

allowed for a middle man to enter the privacy and information discussions. More than an 

Ombudsman, Commissioners have limited powers but are able to bring privacy and 



119 

information concerns to the forefront and the courts. Canada's ability to formulate laws 

and enforce mechanisms "both for greater opemess and accountability for general 

information in Society and for the protection of the personal information of the citizenry," 

makes the country quite unique (Flaherty, 1997: 168). 

Despite these accornplishments however, current legislation is stymied by the 

inability to define privacy and the inability to deal with the moral, legal and social 

implications of it. Rapid changes in technology have also harnpered legislation. Ian 

Lawson points out that "the new reality of information ...is that when [information] is 

combined wiîh the Iatest in cornputer and telecommunications technology, it is beyond the 

ability of current legislation to address adequately" (Lawson, 1997:42). As well, Lawson 

explains that current information laws are mostly restricted to the public sector, not the 

pnvate sector (Lawson, 1 997:4Z).15 In general, there are several torts, cnminal Iaws, 

rights, and federat, and provincial statutes in place that are meant to address the privacy 

concems of workers and individuals. However, federal and provincial statutes conflict, 

and there are significant differences between provincial legislation, causing legal 

instability. 

"There have been strides made towards the protection of information in the pnvate sector 
in the last year, especially dealing with E-commerce and offline business transactions as 
well. However Lawson does point out that "not only do few of our existing information 
Iaws apply to the private sector, but any existing laws that do apply are likely to be unable 
to cope with new infoxmation technology" (Lawson, 1997:42). 



Pro vincial statutes 

Several provinces, including British Columbia, Alberta, Saskatchewan, 

Newfoundland, and Nova Scotia, have passed different versions of Privacy Acts over the 

last thirty years, With British Columbia leading the way in 1968, the Privacy Act mainly 

protects information in the public sector only, through the introduction of specific torts 

meant to deal with violations of privacy. Although the provinces' Acts Vary to some 

degree in terms of the different torts that make up the statute, they are mostly hybrids of 

the British Columbia Act. British Columbia also passed a Freedom of Information and 

Protection of Privacy Act in 1992. The Act "prohibits the collection of any personal 

information unless expressly authorized by statute, the information is collected for the 

purpose of law enforcement, or the ùiformation relates directly to and is necessary for an 

operating prograrn or activity of the public body" (s26) (Lawson, 1997:79). Thus, any 

information collected m u t  be done with the understanding that the individual is aware of 

the purpose of the information being collected. Of course, this Act is only Zixnited to 

public and govenunental bodies. 

In contrast, Ontario and Quebec seern to be going in opposite directions. Ontario 

lacks significant "legislation setting out general remedies for privacy invasion," while 

Quebec has taken the privacy concems and data protection to the forefiont, surpassing 

other provinces with legislation applying to both the public and private sectors (Lawson, 

1997:96). Although Ontario did enact a Freedom of Information and Protection of 

Pnvacy Act, it adopts many of the provisions of the federal Acts, applying only to the 
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public sector. The Act did establish a Privacy Commissioner, the first of its kind, and the 

Act does require that information be collected for officia1 purposes only, but there is no 

Iimit to the information collected nor does the Act "address the impact of computenzation 

of personal information" (Lawson, l997:96). 

Quebec, on the other hanci, offers protection to its citizens with its Civil Code, the 

Quebec Charter of Human Rights and Freedoms, Quebec's Act Respecting Access to 

Documents Held by Public Bodies and Protection of Persona1 Information, and most 

importantly, Bill 68, which is An Act Respecting the Protection of Persona1 Information 

in the Private Sector. Bill 68 is the key Act out of the four, as it applies to the private 

sector, unchartered waters for the rest of Canada. The Bill restricts the collection of 

information in the private sector, based on the legitimacy and the purpose of the 

information. It also protects individuals, by assuring that the destination of one's 

information is known and an individual cm opt-out of any information collection acts. 

The Quebec Charter is also unique compared to other provincial Charters as it has specific 

clauses meant to protect one's privacy. 

The Federal Act 

As for federal acts, the 1982 Privacy Act and the Access to Information Act both 

apply to only the federal govemment. These acts were both inspired by revisions made to 

the Canadian Human Rights Act in 1977. The Privacy Act defines personal information 

and outlines regulahons regarding the collection of persona1 information within the 
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federal govemment - although it is Iimited to certain federal agencies. Prohibiting the 

collection of unrdated personal information, assuring the direct collection of information 

fiom the original subject, and assuring that information is used for the single purpose for 

which it was collected, are some of the main aspects of the Act- A Privacy 

Commissioner, with broad powers and the ability to investigate privacy cornplaints and 

implement privacy legislation, was also estabfished. 

The Canadian Charter of Rights and Freedoms also attempts to provide some 

protection for individuals against the invasion of pnvacy. The Charter, in section 8, States 

that "everyone bas the right to be secure against unreasonable search or seizure". This 

chartered right can potentially include the right to privacy. Although the Charter is 

restricted to the actions of govenunent, and 'barbitrators have generally declined to apply 

the Charter directly, rnany have taken "charter values" into account when defining the 

scope of employee pnvacy rights" (Lxborsky and 07Reilly, 1997:3). Surreptitious 

surveillance of an individual has been challenged by section 8 of the Charter as it 

constitutes "an unreasonable search and seizure" (Luborsiq and O 'ReiIly, 1997:3). 

However, the Charter also falls short of Mi protection for an individual and an employee, 

and is only one part of a cornplex, mismatched legal system meant to protect one's 

privac y. 

Finally, most of the privacy legislation, both provincial and federal, is based on 

"fair information practices." These practices are "guidelines for the collection, use, 

disclosure, retention and disposal of persona1 information" (Task Force on Electronic 

Commerce, 1998:8). These fair information practices include issues such as public 
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awareness towards privacy issues, consensual collection of information, access to 

information, maintainhg the accuracy of information and establishing the relevance of 

information. Nonetheless, federal legislation and acts are still a "patchwork" of laws, 

reguiations, and codes and, similar to the provincial statutes, they fall short of protecting 

those in the private sector. As the Task Force on Electronic Commerce suggests, "while 

the patchwork is useful as far as it goes, it is not adequate in the face of new 

developments" (Task Force on Electronic Commerce, 19986). 

The s hortcomings of Canada's legal system and its inability to appropriately deal 

with privacy issues has not gone urmoticed. The current Privacy Commissioner of 

Canada, Bruce Phillips, acknowledges that there is a need to address privacy issues and a 

need to reevaiuate the legal system. Phillips points out that there is a "pressing need to 

modernize the existing Privacy Act" mainly because "it is not truly a privacy law but a 

data protection statute"(Phillips, 1998:lO). Phillips goes on to wam the government and 

Canadians, that "in fact privacy has surpnsingly little protection in Canadian law; torts in 

some provinces and - as a last resort - the Charter7' (Phillips, 1998: 10). Torts, acts, and 

legislation that have gone untouched for the past 15 years need to be re-evaluated and 

modified to deal with advances in technology, data protection and the invasion of privacy.' 

The Righr to Privacy 

Although the above is only a brief summary of the provincial and federal acts and 

legislation, it is important to demonstrate how employee privacy and the monitoring of 
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employees inside, and at times outside, of the workplace is dealt with by both provincial 

and federal legislation, the Criminal Code and other codes. Perhaps what is most 

problematic when it cornes to the Canadian legal hmework dealing with privacy, is the 

issue of a right to privacy. The right to pnvacy itself is not guaranteed in the Canadian 

Charter of Human Rights and Freedoms, however it has been "recognized as a 

fundamental value in a number of Canadian Supreme Court decisions" (International 

Labour Office, 1993a: 123). Under Section 7, an individual has a right to life, liberty, and 

security, a claim that is found in some provincial privacy acts and human rights 

legislation. More specifically however, any right to privacy or the protection of rights and 

liberties is actually derived ftom common law (Chaffey, 1993 : 1 1 7). Douglas ChaRey 

points out that similar to the United States, Canada's cccommon law and later statutory and 

constitutional development ...(h ave) reflected the principle that a man's home is his castle" 

(Chaffey, 1993: 1 18). 

The use of common law to protect one's pnvacy raises two important questions. 

1s cornrnon law capable of protecting privacy, and is there an actual right to privacy in 

common law? The common law's ability to protect privacy has been criticized for being 

too flexible because court decisions on privacy create ccidiosyncrasies and uncertainties in 

the law," and it would be wiser to put one's faith in legislation instead (Glasbeek in 

Lawson, 1997: 148). A 1972 report supported sùnilar fnistrations with the common law, 

concluding that the cccourts alone can provide only partial solutions to complex issues and 

social needs" (lawson, 1997: 148). Thus, the social needs of privacy cannot be adequately 

met through torts found within cornrnon law. Some supporters argue however, that it is 
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this flexïbility that makes common law protection of privacy so appealing. Nonetheless, 

feasible or not, the right to privacy still lays in the balance of cornmon law. 

As a right, privacy would be equivalent to the nght to fiee speech or a fair trial. 

However, Canada does not have a Bi11 of Rights, nor does the Charter of Rights and 

Freedoms distinctly outline privacy rights per se. As Lawson points out, the exclusion of 

such rights does not "mean these rights do not exist or are unenforceable," and that the 

right to privacy can be found within common law (Lawson, 1997: 150). Common law 

allows for a "considerabIe degree of protection ... afforded to privacy. ..as an incident to the 

law's protection of individual rights in other areas" (Lawson, 1997: 150). The existence of 

other rights, affirms to some degree the nght of privacy under common law and associates 

this nght to other, already established rights. Although theke is no fkee standing tort of 

privacy invasion, the courts of Canada have made steps towards recognizing the right to 

privacy, even though the right of privacyper se is non-existent in law (Lawson, 

1997: 155). 

Worl-place Privacy and the Law 

Workplace privacy is not protected by any specific constitutional or statutory 

provisions, rather Charter prïnciples have been applied instead (International Labour 

Office, 1993a:123). The issue of privacy is dealt with through search and seizure 

legalities found in the Charter as well as provincial human rights legislation. Electronic 

monitoring has been "characterized as a fishing expedition, where its use is not triggered 
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by specific evidence, but may be used to generate evidence of wrong doing" (International 

Labour Office, l993a: 123). Thus, the Charter must deal with electronic m o n i t o ~ g  as an 

unlawful search and seizure procedure. As for the monitoring and surveillance of 

workers, there are no concrete provisions to regulate such practices found in Canadian 

labour codes. Therefore, the boundaries of surveillance are dealt with by the employee 

and employer via collective agreements (International Labour Office, 1993a: 124). 

However, there are laws that do regulate certain aspects of surveillance, mainly the 

Privacy Act, the federal Labour Code and the Criminal Code, which deal with data 

protection, the intent of the infoxmation collected, and the interception of 

communications. 

Electronic mail, for example, has perhaps becorne one of the biggest concerns in 

the workplace in terms of the monitoring of such communications. Under the Criminal 

Code, the interception of telephone communications without consent is illegal. The 

interception of e-mail, which is essentially a phone or cable communication, can be 

somewhat protected under Section l84(L) of the Criminal Code. However, if an employer 

warns their employees that e-mail can potentially be monitored, the Criminal Code will 

not apply. Some employers ccexplicitly state in their e-mail policies that e-mail is the 

property of the Company and that employees should have no expectation of privacy" 

(Harowitz, l998:49). This clause reduces the risk of violating the employees' legal rights 

(Harowitz, 1998:49). At the federal level, the Criminal Code does prohibit the 

interception of private communications, although the code allows for certain exceptions. 

To be "effective as an exception, any consent given under this section must be made 
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voluntarily and with complete knowledge of the consequences" (Lawson, 1997: 1 16). 

These exceptions, which corne under the pretense of general consent, are still quite 

arnbiguous, as the Code provides exceptions which would allow "certain monitoring of 

employee telephone calls where there is no reasonable expectation of privacy. ..or the use 

of soundless videotape to monitor employees" (International Labour Office, 1993a: 124). 

What exactly is considered as a "rreasonabIe7' expectation of privacy remains a mystery 

under the Criminal Code. Maureen Fraser points out that the application of the Criminal 

Code in the employment context has been lirnited - no doubt because of its ambiguity (in 

Baarda, 1994b: 15). Overall, the Criminal Code does not provide adequate protection 

against the interception of employee e-mail by ernployers, especially in the pnvate sector. 

Video surveillance, on the other hand, is neither prohibited nor explicitly 

pennitted by the Criminal Code. However, iegislation dealing with video surveillance is 

found under the Charter, once again under Section 8, the search and seizure clause. The 

issue of video surveillance is usually addressed in terms of the content of the video and 

the ability of the video to be used as evidence in a criminal proceeding or in "a 

disciplinary action against an employee" (International Labour Office, 1993a: 132). Some 

have argued that without the consent of an employee, the video evidence gathered by 

CCTV can constitute unlawfùl search and seizure. In cases when the evidence is admitted, 

and the case goes to an arbitrator, the arbitrator will almost always "begin their analysis 

with a consideration of the award in RE Doman Forest Products Ltd. and L KA., Local 1- 

357" (Luborsky and O'Reilly, 1997:4). The Doman Forest case was a breakthrough case 

and an excellent example of the "liberal application" of the Charter (International Labour 
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Office, l993a: 133).16 Section 7 of the Charter, which looks at the right to security in 

terms of the consent and knowledge that a form of surveillance has been practiced, is also 

applied to issues of video surveillance and the invasion of privacy. 

Finally, genetic monitoring and screening rnight be the most difficult type of 

privacy invasion to protect in Canada and even the United States. This is mainly because 

it is a type of surveillance that is in its early technological stages. However, the potential 

privacy invasion that genetic monitoring and screening c m  invoke requires privacy and 

data protection legislation, both provincial and federal. Genetic testing raises concerns 

because of the physical intrusion needed for the collection of genes, as well as the 

information that it provides. Lori Andrews and Ami Jaeger point out that "the legal 

permissibility of such disclosures must be assessed against the importance of the 

protection of confidentiality" (Andrews and Jaeger, 199 1 :76-77). Issues of confidentiality 

and intrusion become of great concern when a patchwork legal system provides little 

protection for employees and individuals, especially in the private sector. The Privacy 

Comrnissioner of Canada's 1992 study States that even though Cbdwing the study we have 

found no employment situation that warrants the compulsory or voluntary collection of 

personal genetic information for the benefit of employers ... without compelling arguments 

to the contrary, genetic screening for the benefit of the employer is inappropriate" 

l6 The Doman Forest Products Limited Case had to do with surveillance outside of the 
workplace, but yet perceived to be relevant to work. However, the case is a breakthrough 
case as it weighs an employee's right to privacy versus the employer's authority. 
Although this does not mean the employee always wins the case based on an infnngement 
of privacy, but rather, the limits of an employer's powers are subject to review and the 
potential invasion of privacy is deterrnined on the need for surveillance. 



(Privacy Commissioner of Canada, 1 W2:3 1 ). " 

Genetic screening, with its ability to predict the genetic fiture of an individual, is 

a potential privacy danger that needs to be addressed. The day might corne when 

goveniments and businesses want to test potential employees to "see if they are 

genetically suited to have access to certain services," or suitable even to be awarded a job 

(Privacy Commissioner of Canada, 1992:20). The Privacy Commissioner of Canada has 

suggested that there is a definite need to look into the potential benefits and dangers of 

genetic testing in both the public and private sectors. The fear of moving towards 

genetics and genetic control is not a recent one, resulting fiom work on the Human 

Genome Project. Twenty-five years ago, Joseph Fletcher pointed out the potential 

dangers of genetic testing. 

The objection is, predictability, that it would 'tiolate" a "right" - the nght to 
privacy. It is even said, in a brazen attack on reason itself, that we have a "right 
not to how." Which is more important, the alleged "pnvacy" or the go06 of the 
coupie as well as their progeny and society? (in the Privacy Cornmissioner of 
Canada, l992:29). 

It is not only a matter of not letting others know one's genetic makeup or predestined 

genetic future, but also to exercise the right not tu know one's own genetic makeup. 

Thus, a person "should have a right of privacy that protects them fi-om [the] information 

17 Although the study found no traces of genetic monitoring, there have been cases of 
medical monitoring in both the United States and Canada. Lori Andrews and Ami Jaeger 
point out that "medical screening and monitoring have long been used by employers for a 
variety of reasons - to exclude people fiom jobs, to determine whether there is any reason 
an employee cannot perform the essential functions of a job, to study the workplace's 
effects on individuals and to target work areas for increased safety and health precautions" 
(Andrews and Jaeger, 1 99 1 : 75-76). 



that their own bodies c m  yield" (Privacy Commissioner of Canada, 1992:30). 

Recomrnendations made by the Privacy Cornmissioner of Canada to regdate genetic 

information include: regulations against mandatory genetic testing, the control of genetic 

information, and the disclosure of genetic information, 

Some legal protection against genetic screening and genetic information can be 

found under the federal Privacy Act. The Act States that the collection of personal 

information for the purpose of curiosity is strictly prohibited. The Act "attempts to 

counter the thirst for information that typifies modem organizations," by regulating the 

collection of information and the methods of collection. The Privacy Act rules against the 

collection and disclosure of personal information and this includes idornation relating to 

race, ethnic origin, colour and medical history (Privacy Commissioner of Canada, 

199256). The Privacy Cornmissioner adds that the definition is broad enough to include 

the "persona1 Uiformation generated by genetic testing" (Privacy Commissioner, 199256). 

As for the private sector, the Privacy Act, provincial privacy laws and the Charter do not 

apply, Ieaving the private sector and its employees susceptible to forms of privacy 

invasion. '' 
Nonetheless, the use of genetic screening and genetic information in the private 

and public sectors are sti1I at the infancy stage. This does not mean that the potential 

consequences of genetic information should be swept under the carpet. Rather, steps 

'' It has been mentioned that cornmon Iaw tort concepts can gant  employees some 
protection against pnvacy invasion, but "whether a common law tort of invasion of 
privacy exists in Canada remains a subject of debate" (Privacy Commissioner of Canada, 
l992:78). 
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should be taken before hand and the potential invasion of privacy must be addressed. As 

David S m k i  states, "we must also be wiiling to play a part in monitoring those who 

might seek to use discovenes in genetics for personal, political or economic leverage in 

the endlessly shifting balances of power that are the inevitable consequence of scientific 

knowledge and its application7' (in Pnvacy Commissioner, 1992:78). The potential 

dangers of genetic information must be recognized as a threat not only to one individual, 

at one time, but also to al1 individuals at all times. There is a need to look at the larger 

picture when it cornes to genetic idonnation (Bennet, 1995). 

Genetic information challenges the boundaries of the individual and society and 

we need to reflect on "how the addition of a genetic profile contributes to the proliferation 

and multiplication of individuai identities within the everyday 'normalization gaze of the 

Panopticon"' (Bennett, 1995). Genetic information creates an even more in-depth profile 

of an individual, creating a genetic identity that becomes caught within the gaze, 

untouchable by its owner but easily used by its collecter- B e ~ e t t  goes on to explain that 

because of the predictive qualities of genetic information, the potential for in-depth data 

profiles will increase and regulations meant to deal with the issue of social control and 

genetics will "s hifi... away fiom pragmatic trade-offs toward more fundamental goals" 

(Bennett, 1995). Pnvacy fundamentalists include those that are cbcommitted to pnvacy 

protection at the expense of other social goals," while it is the privacy pragmatists that are 

willing to tolerate trade-offs @emett, 1995b). Finally, it is necessary to understand not 

only the qualities of genetic data, but also the boundaries of the legitimacy of the 

collection of information (Bennett, 1995; Gandy, 1993: 132). The "need" for using 
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genetic information must be weighed against the social issue of privacy in an attempt to 

question the legitimacy of potential intrusion. 

Unions - Dealina with Em~lovee Privacv Invasion 

Stepping In When Tues are Being Stepped O n  

The headhes splash the newspaper articles alrnost daily it seems with the 

underlying suggestion that the average employee is under the watchfûl eye of his/her 

employer: Quit Watching Me!(Johnson, 1999), Your Boss 1s Watching (Evans, 1 998), 

Who's Reading Your E-Mail? (Fitz-James, 1999:E4). Accompanying these tales of 

privacy violations are the ever changing statistics; the percentages that convince us that 

the occasional incidence of video surveillance tape or the "once in a Iifetime" monitoring 

of an employee's e-mail is no longer a fact of fiction (irony intended), but rather a factual 

occurrence. Take note (Example 1) of the small sarnple of percentages and facts below 

that are being publicized regarding surveillance and the monitoring of emplo yees. 

Example 1 

Ifyou work at a major corporation. there S a 45% chance your empZodver is monitoring 
yo ur e-mail. voice mail, computerf;les, phone call or other work-related activiries, 
according to a new reportfî-om the American Management Association (AIMA) 
(Diederich. 1999). 

Electronic surveillance of emplayees in Canadianjîms has increased shap'y over the 
past few years, according to a senior labour leader wenezes, 1999). 

By the end of the decade, as many as 30 million people may be constantly rnonitored in 
their jo bs (DeTienne in Mishra:4). 



A 1998 Arnerimn Management Association report, Electronic Monitoring and 
Sitrveillance, found that 67% of the orgmizations (versus 63% in 1997) practice some 
fonn of electronic monitoring and surveilance of workplace activities (Williams-Harold, 
l999:3 1)- 

With the number of monitoring cases seerningly on the rise, it is no surprise that unions in 

Canada and the United States are angered by the potential for nurnerous invasions of 

pnvacy against their union members. Bear in mind that surveillance and monitoring in 

the workplace are not new problerns as they both have distinct, long-standing histories 

tied to capitalism, Taylorism, social control, and bureaucracy. But the intensity, 

continuity and pervasiveness of new forms of monitoring, and the usages of the 

information collected tfirough monitoring, is what concerns the unions. 

The American Telephone and Telegraph (AT&T) Company has been monitoring 

its telephone operators since the late 1800's, although the emphasis of the monitoring has 

changed in the last 100 years for the "better" in this particular case (Labbs, 1992: 10 1). 

AT&T now monitors its employees for development purposes, ushg the information 

collected to advise operators 'khat they're doing well, and what they aren't doing so 

well ... but they leam fiom each other, not just fkom their bosses" (Labbs, 1992: 10 1). 

In addition to the concems regarding surveillance and the invasion of privacy, 

unions have also expressed their concems over the mental and physical effects employees 

suffer courtesy of workplace monitoring. Various studies by unions both in Canada and 

the United States have found that workers become stressed out over the pressure of 

monitoring. In 1990: a study of teleco~~munication workers done by the University of 

Wisconsin and the CommUIZication Workers of America Union found ccsignificantly 

higher levels of depression, extreme anxiety and exhaustion among workers under secret 
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scrutiny" (Lissy, 1993 :20). The study also found symptoms (Example 2) that were linked 

to workplace monitoring. 

Example 2 

1 or wrists. 1 27% of unmonitored workers 1 

Physical Symptoms 

Suffered a loss of feeling in their h g e r s  

Complained about hi& tension. 

Percentage 

43% of monitored workers 

83% of monitored workers 

67% of unmonitored workers 

Both the International Machinists Union and the Tearnsters Union in the United States 

claimed that the stressfil workplace due to electronic monitoring tumed the workplace 

into an electronic sweatshop and that employees were hassled over questions regarding 

their work procedures (Lissy, 1993 :20). Finally, the National Association of Working 

Women also concluded that workplace monitoring is tremendously stressfil on 

employees, claiming that ''the work lives of monitored employees can be characterized by 

three words: invasion, stress, and feary' (Worsnop in Mishra, 1998). These are only few of 

the nurnerous studies that have been done. Ironically, current union aggravation regarding 

workplace monitoring is focussed on the invasion of privacy more than anything else. 

The well-being of the worker has been displaced, to some extent, by the well-being of the 

worker's privacy and the well-being of a worker's personal information. Although 

privacy remains a human right, it is no longer only the physical and mental consequences 

of monitoring that the unions are concemed about, but rather how the information 

collected is being used. Now the concern about surveillance in unions is the worker and 
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not necessarily the work. The issue of privacy has become an issue of how it hurts its 

employees legaily and psychologically, with the potential effects of surveillance and 

prïvacy invasion on work being of secondary concern. 

Also, the political, legal, and social issues swrounding workplace monitoring have 

been shified, creating a modem concem, the concem for the individual in the form of 

information. This is not to Say that unions do not care about the well-being of their 

members, but battles regarding workplace privacy in the courts and the government have 

to do with the information that employees relinquish and generate rather than the 

employee himself or herself. The employee becomes reduced to productivity quotas, 

efficiency statistics, time spent working, and keystrokes and not necessarily referred to as 

an individual who is feeling stress and anxiety because of surveillance methods. The 

employee, as the subject, gets lost withui the battle of privacy, signified as merely a data 

file that must not get into the wrong hands. However, this argument mainly relates to data 

protection, and not necessarily the intrusion on privacy. The physical intrusion upon 

privacy is still a major concem which involves the collection of information. Of course, 

the employee does not even need to be there. The interception of e-mail or searching e- 

mail databases does not require any participant to be present. Surveillance can be 

undertaken without the presence of a participant. Such decentred surveillance is a sign of 

the times and of the era of new surveillance, distancing the subject, yet engaghg it in a 

machinery of discipline. The employee finds little place to hide inside and outside of the 

workplace. 



One More Video Capture and 1 WiZZ Tell the Union! 

The Canadian Postal Workers Union of Canada (CUPW) has waged some of the 

more significant battles over the invasion ofemployee privacy over the last forty years. 

Dating back to 1956, the CUPW, then known as the Canadian Postal Employees 

Association, was involved in protests against closed circuit television in the workpiace. 

In the end, the original CCTV experiment faiIed. However, the issue was not dead. 

Aside from strikes in 1978 and 198 1 that were based partially on the implementation of 

C C W  devices in the workplace, twenty years after the original attempt of bringing CCTV 

into the workplace, "postal management embarked on long-range plans to introduce 

investigative CCTV into 26 major postal facilities across the country as a key part of its 

technological change worth $1 billion dollars (Hoogers, 1999a).19 The CUPW waged a 

successfül battie against this intrusion and "negotiated its demise in 1985" (Hoogers, 

1999a). 

The introduction of CCTV, however, was not the only cause for concern among 

CUPW members. The mid 19701s, influenced by the overwhelming possibilities of 

advanced technology, marked the introduction of the electronic monitoring of individual 

work. Measuring the output of postal workers allowed Canada Post to monitor individual 

workloads and discipline accordingly. The CUPW took great offence to such an intrusive 

action and tbrough protests and strikes, successfùlly eliminated individual work 

l 9  Evert Hoogers is the CUP W's national union representative. 
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meas~rement.'~ Unfortunately, the protective clause against such monitoring was lost in 

the next round of collective bargaining and the union members were forced back to work 

only to "enshrine the rïght once and for al1 in 1980," and "significant arbitration decisions 

on this clause have occurred in the intervening years" (Hoogers, 1999a)? 

Even to this day, the CUPW continues to protect their members from forms of 

privacy invasion, although at t h e s  their cornplaints fall on deaf federal ears. 

Involvement by the Labour Canada Task Force on Microelectronics and Employment in 

1982, and a presentation before the House of Commons Standing Cornmittee on Human 

Rights and the Statu of Persons With Disabilities in its hearings on "Privacy Rights and 

the New Technology" in 1 997, are just a couple of the CUP W's efforts in battling 

employee privacy invasion. In the 1985 Electronic Surveillance Conference of British 

Columbia Federation of Labour, the president of CUPW stated that "the increasing 

electronic surveillance of workers is one of the most serious problems facing the trade 

union movement today" (International Labour Office, l993a: 141). The president went on 

to suggest that ''there was a need for legislation to protect al1 workers against eIectronic 

work measurement and surveillance" (International Labour Office, 1993a: 14 1). 

20 Both the Communications Workers of Canada and the Canadian Airline Employees 
Association were protesting the monitoring of employees along with the CUPW, but they 
were unsuccessfiil in their fights against similar electronic individual work measurement 
(Hoogers, 1 999a). 

2' It must be noted that the CUPW collective bargaining agreement provision bcprohibits 
the use of surveillance systems, except to protect against criminal activity" (International 
Labour Office, 1993a: 143). This is still problematic, however, as any form of 
surveillance intended to capture illegal activity must be properly legitimized; addressing 
the fact that there is a probable chance of illegal activity being committed by a certain 
employee or employees. 
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According to Evert Hoogers, the national union representative, the CUPW has 

currently "put in a resolution to the upcoming CLC (Canadian Labour Congress) 

convention calling upon the CLC to lead a campaign for changes to the hodgepodge of so- 

called privacy legislation across the country focussing on workers' privacy protection" 

(Hoogers, l999a). The CUPW's appeals to the government for changes in privacy 

legislation and the removal of some forms of workplace monitoring have gone unnoticed- 

Hoogers clairns that issues such as data protection in the public sector, the protection of 

medical information, and the need for protection against using information for other 

purposes needs to be pushed through the government, but the govemment is slow to 

respond (Hoogers,1999). Also, collective bargaining provisions are needed to avoid the 

abuse of employee information. Hoogers also States however that privacy is not on the 

top of the CUPW list of concems. Althou& privacy issues are of considerable 

importance, they occupy a somewhat different category than wages or seniority protection 

(Hoogers, 1999b). The CUPW has attempted to halt threats to jobs more than anything 

else. 

Other unions have also picked up the fight against employee privacy invasion 

issues and the monitoring of employees. The Public Service Alliance of Canada (PSAC) 

has laid out concerns regarding the medical monitoring and the h g  testing of employees. 

In a PSAC position paper, the union expressed their concem over the medical monitoring 

of their members, claiming that medical monitoring can be a crude tool used against 

employees (PSAC Position Paper #2:84). Their concem revolved around the possible 

implications of medical monitoring, claiming that "as long as medical monitoring is 
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primarily for the benefit of employers - for minimizing future compensation costs, for 

eliminating 'susceptible' workers, for detecting affected workers early - it will violate the 

rights of workers" (PSAC Position Paper #2:85). The union understands the possible 

benefits of medical monitoring, but uniess certain conditions or regulations exist - 

including that medical tests be scientifically valid, that the tests provide real benefits to 

the worker, and that there is confidentiality surrounding the information that is revealed - 

the technology c m  be viewed as dangerous. The PSAC vows that they wiI1 "press for 

collective agreement language and legislative changes that forces employers to take al1 

necessary measures," to protect the employees and the workplace (PSAC Position Paper 

#2:88). Similar clairns regarding workplace drug testing have also been made by the 

PSAC. The union opposes all forms of workplace drug testing and will continue to 

pressure the federal, provincial and territorial govemments and to prohibit any sort of 

dmg and alcohol testing in the workplace as well as press for changes to "human rights 

Acts and the Privacy Act to ensure protection against dmg and alcohol testing" (PSAC 

Position Paper #29:5 1). 

Finally, other unions, such as the Canadian Auto Workers union (CAW), have had 

their share of problems with surveillance in the workplace. Only recently did CAW catch 

the Canadian National Railway Company collecting and reading employee and union 

representatives e-mail messages. The CN was also accused of "installing secret video and 

audio recording devices in an unlmown nurnber of workplaces" (CAW Contact, 1998). In 

response, charges against the CN under the Canadian Labour Code were to be filed and 

the union claimed that a level of trust and respect had been lost because of CN's intrusion 



- a level of m s t  and respect that have perhaps been lost between many unions, their 

members, and employers. However, despite this act of privacy invasion and possibly 

fùtue invasions of worker privacy, CAW does not have a specific policy on workplace 

surveillance, leaving their workers susceptible to future pnvacy invasions @Sennett, e-mail 

correspondence, 1999).* As new surveillance technology enters the workplace and 

current legislation unsuccessfully tries to keep pace, the fiction between unions and their 

employers increases; not only out of hostility, but out of fnistration. Legislation is slow to 

accommodate invasions of privacy and the percentage of employers that use monitoring 

continues to rise. 

It S Al2 About the Bread-and-Butter 

With an increase in the use of technology in the workplace and the ongoing threat 

to privacy, it seerns natural that unions would step in and attain some sort of legal 

understanding. Their members should be ensured sorne level of privacy protection in the 

workplace or at least some basic limits regarding the accumulation of personal 

information. As Urs Gattiker and Dan Paulson point out, 'iuuonism is usually regarded 

as providing workers with a mechanism for protection against opportunistic behaviour by 

the employer, while being able to negotiate the conditions needed to facilitate acceptance 

of and adjustment to the introduction of new office technology" (Gattiker and Paulson, 

=Kathy Bennett is part of the librarian and information systems staff at CAW in 
Willowdale, Ontario. Our e-mail exchange was brief, consisting of one letter, providing 
little information other than that stated in the essay. 
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1999:249). However, as mentioned before, privacy issues do not rank amongst the 

highest pnorities for the unions. As Evert Hoogers points out, privacy and workplace 

monitoring "are issues of considerable importance, although occupying a somewhat 

different category than ... wages, or seniority rights or the functioning of the grievance 

procedure" (Hoogers, 1 999b) - He goes on to explain that within Canadian unions, 

"generally there has not been an ovemding concern developed as yet around worker's 

privacy issues" (Hoogers, 1999b). This is one of the biggest reasons why privacy in the 

workplace bas taken a back seat arnong the unions - there are other greater concerns. And 

why not? How can one cornplain about privacy if that individual does not have a job in 

the first place? Thus, the bread-and-butter issue is of prime importance when dealing 

with unions and the issue of workplace privacy. 

Employers and union leaders are more prone to protect jobs, rather than deal with 

tecbnological change and privacy issues per se. Gattiker and Paulson point out that union 

members and managers "tend to agree that unions should accept technological change if 

bread-and-butter issues have been safeguarded" (Gattiker and Paulson, 1999 :267). It has 

also been found that union satisfaction is "greatly affected by the union's success in 

negotiating bread-and-butter issues" (Gattiker and Paulson, 1999:249). The unions, their 

members, and management end up in a traditional trade-off arrangement, where certain 

rights, including privacy, are given up in exchange for a paycheck. A study of white- 

collar employees in Canada revealed that workers feel the unions have some "credibility 

and bargaining clout in protecting worker's interests," but, payouts and income may 

"increase organizational allegiance, and thereby positively affect employees ' perceptions 
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about whether a union should accept technoIo&' (Gattiker and Paulson, 1999:270). The 

larger the payout, the more likely employees will accept technological change, This 

reasoning is extremely dangerous and can bring undesired consequences to the shop floor 

employee. The trade off of information and privacy for financial gain due to 

technological change can be costly in the long nin. Employees might not understand, or 

simply do not want to understand, the implications of pt-ivacy invasion, and thus, just 

follow the wave of technological change. It is hard to argue against a steady income and 

job security when such "Iittle" sacrifices, such as job monitoring or the collection of 

personal information, are the consequence. However, as mentioned before, ignorance is 

not bliss, and apathy is no excuse when it cornes to the loss of privacy. The basic right of 

privacy is being eroded when involuntary trade O ffs are made within the workplace. 

These trade offs are no different outside the workplace, eiîher. Most of us give up 

information in order to receive goods and services. Many of us might even claim that it is 

"no big deal" or "realiy of no concern" to lose such an element of privacy. Sorne might 

even boldly suggest that the act of giving up information is a voluntary process, and that is 

where they make their first rnistake, It is a rnistake to assume that an individual, or even 

an employee, is part of a voluntary informational process, as information and privacy 

become a commodity. h order to be a part of the community, part of the workplace, and 

part of a social network, there is a need to relinquish a degree of fkeedom. However, a 

fi-eedom that allows us to fùlly participate in society is compromised when there is a 

continuous demand to relinquish information and privacy. An employee loses a degree of 

fieedom in the workplace, when they allow for the monitoring of their work and the 
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invasion of pnvacy in return for job security. The employee becomes a cog in the 

machine, losing individuality in the bureaucratie maze of efficiency. This demand to 

relinquish an element of pnvacy becomes a basic extension of managerial social control. 

Efficiency, the "bottom line", and productivity become the uftirnate concerns, and the 

control of employees, and the lack of control given to employees, through monitoring 

becomes a crucial factor in maximizing business profitability. As Clement points out, 

"the close monitoring of employee behaviour represents the logical extension of a 

dominant management paradigm - pursuit of control over al1 aspects of the business 

enterprise" (Clement in Kling, 1996:285). 

1 am not arguing that the workplace needs to be a eee-for-al1 environment where 

employees are given unlimited fieedoms to guard their privacy at any cost. Rather, 1 am 

suggesting that there needs to be a balance between privacy and efficiency. Employee 

information must be protected, or at least used for a specific, known purpose. The 

m o n i t o ~ g  of employees must be done in an overt fashion and in a manner that does not 

lay blame on the employee or even sîngie out an employee, but rather is there to help, 

nurture, and support the emp 10 yee/emplo yer relationship. Privacy does no t necessaril y 

have to be one of the unions' main concems; it should not, however, be an easy trade off. 

The trade off should be done on more voluntary and ega1itat-h terms, and the benefits 

and costs must be well documented. Management, employees, and unions al1 must accept 

the responsibility for privacy, rather than ignoring human and social rights. In addition to 

accepting responsibility, employees in particular must become aware of the 'trade off 

arrangement. Although some studies have shown that people do approve of having their 



work monitored (Grant and Higgens in Kling, l996:287), in general, workplace 

monitoring brings mixed results. Although monitoring is viewed as a "legitimate but 

subtle form of managerial intervention ...[ it can] often backfire when system designers and 

managers do not pay close attention to people's indirect responses to monitoring" (Grant 

and Higgens in Kling, 1996). The eagerness to use technology and monitoring in the 

workplace must be counterbalanced wiîh the issue of rights - privacy rights. 

Union Involvement: Participate, Understand, and Focus 

Another major problem when it comes to unions and technological change in the 

workplace, is that unions and their members usually have little opportunity to engage with 

management to discuss technological change. TechnoIogical changea will go on with or 

without the unions, leaving unions and their members no choice but to deal with such a 

change and its consequences, after the fact. As a result, in many cases unions and 

employees are left.out of the loop when it comes to irnplementing technological change in 

the workplace, and it becomes a matter of accepting, or adjusting to, the change. 

However, merely accepting technological change misses the point. When employees 

become monitored eight hours a day and persona1 information becomes easily collected 

and used by management, unions will go out of their way to protect their employees, 

especially with the insufficient legal protection found in Canada. Therefore, union track 

use the term "technological change" in a most general way to uiclude, automation but 
also monitoring. 



records are blemished by their inability to deal with technological change (Gattiker and 

Paulson, 1999:271). Union and employment policies will be "aimed at ameliorating the 

effects, not the process, of most technological change" (Zureik, Mosco and Lochhead, 

1987: 17). 

The main problem, is that management kely thinks about their employees when 

implementing monitoring devices and other technolqical changes. As Rothwell points 

out, ''managers...a~tted that they did not really t h k k  in these terms [the effect 

technology had on the work environment] so that su~ch factors would not hardly be seen as 

criteria for implementing new technology" (Rothwegl in Zureik, Mosco and Lochhead, 

1987: 17). By ignoring the employees, the needs and concerns of the employees are 

missed. The employees feel that they are an even less significant part of the business and 

their participation in management decisions is almost non-existent. Thus, the 

implementation and design of workplace technology is still the majority of the tirne, 

'tmquestionably managerial prerogatives" (Amette Davis in Zureik, Mosco and 

Lochhead, 1987:23). 

If the process and not the effects of technologïcal change are to be addressed by 

the unions, there needs to be a cooperative arrangement between management and the 

unions and ultimately the govemment. Cornmon goals must be outlined by al1 parties 

regarding the needs and consequences of technological change and these goals have to be 

made cIear before its irnplementation. Unions must also realize that both qualitative and 



quantitative bargaining demands must be addressed." A European study on union 

responses demonstrated that "there was only lirnited evidence of the development of a 

qualitative bargaining agenda" (Etigby and Smith, 1999: 12). But once again, it is a matter 

of prioritizing union and employee needs, and qualitative demands take a back seat to 

financial concems. In addition to qualitative demands, the European union study also 

pointed out that trade unions need to be more ccresponsive to their membership as well as 

appeal to a wider group of workers and recognise that members have wider needs than 

those directly associated with the workplace" (Rigby and Smith, 1999: 10). The work 

environment not only includes an employee's production level, but also other factors that 

are not necessarily work-related that need to be addressed. These factors could also be 

considered qualitative demands, but they are qualitative demands found off-hours and in 

the home's of the employees; such as stress and work done aRer hours. 

Finally, it is important for unions not to compromise the employee's physical and 

psychological well being. Studies in the past, which evaluated m o n i t o ~ g  and 

surveillance in the workplace, tended to focus on the physical effects monitoring had on 

empl~yees .~  Although current studies have a similar focus, the focus has shifted towards 

" R. Hyman defuies quantitative bargaining demands as "demands covering wages and 
other financial compensation," while qualitative demands include ''the actual conditions 
of work, the determination of effort levels and the control of productionyy (in Rigby and 
Smith, 19995). Thus, workplace monitonng, surveillance and employee privacy c m  be 
considered a qualitative bargaining demand. 

25 Some studies, as listed by Baarda, are Clement (1 984) and DiTecco, Arsenault, and 
Andre (1992) and a 1992 Bell Canada study performed by CAW. Also, the Pnvacy 
Commissioner of Canada's annual reports usually refer to the effects of workplace 
monitoring on employees and articles by Lissy (1993), and Mishra and Crampton (1 998). 
The Mishra and Crampton article surnmarizes a variety of individual studies that have 
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evaluating the potentid dangers of privacy invasion and the collection of information 

through monitoring rather than the physical consequences such as stress and carpal tunnel 

syndrome (in Mishra and Crampton, 19985). However, both the mental and physical 

effects, and the circumstances surrounding the collection and use of ernployee information 

must be addressed. The curbing of surveillance in the workplace thus faces a faceless 

enemy, that of information. Data, databases, and data profiles become the major concem 

for unions and employees. Where and how the information is gathered and to what extent 

privacy is-being invaded become the key issues. Therefore, relating back to Priscilla 

Regan7s point, it is the worker that is being focussed on and not the work, and thus it is 

the information surrendered by the worker that has becorne even more important (Regan, 

1996:21). However, the collection of personal information and the use of that 

information becomes crucial for management. The worker becomes essentially 

disassociated fiom the information he or she relinquishes only to have that information 

used "against" them in order to create a "perfect worker." Privacy, to a degree, has fallen 

to the wayside, swept away by the protection of information rather than the protection of 

the individual. The drive towards efficiency and maximized productivity includes the 

worker, the work, and inforrnation, and al1 of these components are found within a 

complex relationship involving surveillance, discipline, and social control. What we are 

left with is a trade-off relationship between individuals and a social community bent on 

privacy, and the management "need" to know all. Employees are lefi to deal with a 

been conducted over the last six years, including studies on Bell Canada, Federal Express, 
AT & T, TWA and other independent studies covering various workplaces including a 
major study by the University of Wisconsin's Department of Industrial Engineering. 
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complex social relationship based on the paradox of privacy - the loss of privacy and the 

need for pnvacy. 



Chapter 5 - Conclusion 

The issue of surveillance in the workplace has lefi us in a precarious situation. On 

the one hand, we still hem the cries of injustice as privacy advocates, high-tech 

j~urnalists'~, unions, and employees daim that surveillance in the workplace is a defuiite 

invasion of privacy. They argue that the workplace merely suffers when employees are 

surveilled, that surveillance is an infkhgement of rights and morality, and that the elusive 

right to privacy is being invaded spearhead their daims. On the other hand, surveillance 

can be seen as a natural and economic progression, an intensification of what has always 

been, a need for the control of information to maximize efficiency and maximize 

employee output. The industrial revolution has lead us to an era dominated by the 

control, calculation, and tabulation of information. Capitalism and bureaucracy have 

become part of the reason for the increased intensity of workplace surveillance, but they 

are pieces of the bigger picture. Economics and administrative control are intertwined 

with self-discipline, panoptic qualities, information dissemination and separation, and the 

establishment of an technologically and socially mediated empIoyee/employer relation- 

Surveillance has become the cause of employee and privacy advocate uneasiness, but it 

has also produced effects that are sirnply consequential, secondary in nature, and with 

relative dangers rather than absolute dangers. The leap to considering workplace 

surveillance as an absolute danger leads to paranoia and lacks understanding. Thus, there 

is a need to understand that surveillance is an extension of administrative practices that 

*' High-tech journalisrn is a term coined by Lyon (1994). 
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have developed in the nation-state, and filtered down to other institutions. Nevertheless, 

surveillance is aIso a resuIt of a cultural phenornenon, one where surveillance is needed to 

deal with both the ioss and abundance of privacy (Lyon, 1994). 

Employees are needed in the workplace as the survivai of the business depends on 

maximum productivity, efficiency, and the sweiilance of employees- Intense 

surveillance allows for the management of workers but also the management of success 

through social control. Intensified surveillance in the workplace has in one sense 

excluded the worker, but in another the worker becomes incorporated into the corporation 

through some type of monitoring and evaluation. 

Also, monitoring goes hand-in-hand with self-discipline and thus employees take 

on a form of responsibility. Therefore, surveillance becomes a mediator of employer- 

employee relations, not always invading privacy, but creating an environment where 

pnvacy becomes a contextual concept - defined by its boundaries. 

However, conceptualizing surveillance and privacy in the workplace does not 

mean the elimination of the physical or mental consequences of surveillance. The effects 

of stress, displacement, isolation, and the general concems of mistrust between employer 

and employee are real consequences of intense surveillance. But the concept of privacy 

and its ambiguous inclusion and exclusion parameters is an equaily important point when 

dealing with meil lance in the workplace. The inclusion and exclusion of workers 

through surveillance is a difficult task to grasp. Workers are monitored and evaluated, 

and because of this they become part of the company as they become part of the 

machinery of the workplace. Employees are contributors to the company, efficient 
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producers, and members of a community. Employees also becorne involved in the 

creation of the "perfect worker". This can either mean the moulding of the present 

worker, or the "weeding out" of the inefficient worker to find the "perfect worker" 

through surveillance. Workers become identified, regulated, evaluated, and created 

within the workplace. Fhally, employees become iavolved in the reflexive nature of 

surveillance- The worker enters a technology of surveillance relationship that includes 

everyone in the workplace fiom the top down and back up again. 

However, employees also feel excIuded because of surveillance. The practice or 

even uireat of surveillance insinuates a level of mistrust. Privacy within the workplace is 

still a concern because the issue of trust, the abiiity to voluntarily relinquish information, 

and the use of information after it has been collected still pose serious problems. How to 

eliminate these concems is a difficult issue, but it begins with awareness. Self-awareness 

of the potential dangers of surveiliance and the positive aspects of surveillance is a 

necessary step for employees and privacy advocates. To know why employees are being 

monitored and surveilled, to understand the social relations of privacy, and to understand 

that privacy is not always a matter of insuring protection are key ideas that m u t  be 

addressed. 

Methods of workplace surveillance inchde monitoring of e-mail, genetic 

screening and video surveillance, al1 of which are forms of surveillance within the 

workplace but eac h characterizes di fferent aspects of surveillance. The monitoring of e- 

mail solidifies the notion of decentred surveillance within the workplace as the 

interception of e-mail can be done fiorn anywhere at anytime. The interception of e-mail 
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also questions the notion of personal property. Video surveillance contains an aspect of 

prediction, which enables employers to predict employee behaviour and thus justiQ the 

use of video cameras as deterrents by forcing the ernployee to become self-disciplined, 

- Genetic screening also involves the notion of prediction, but it is also a form of self- 

contained surveillance where the owner of the genes cannot become involved in any form 

of self-discipline. 

From a legal standpoint, the invasion of privacy has become a loud cry for help, 

but it has fallen on deaf legal ears. In Canadian laws privacy does not qualiQ as an 

essential right, thus making it difficult for employees to argue that a violation of privacy is 

a violation of rights. Ambiguous federzl and provincial laws do not facilitate the legal 

battle for the protection of privacy and for the most part, except Quebec, privacy within 

the private sector is generally unprotected. Also, the legal system does not always 

account for the necessity of workplace surveillance or the employer-employee 

relationship. The boundaries of privacy are unclear in a legal context because privacy 

extends beyond legality into a social world where the pnvacy of an employee is 

negotiated, and the control and use of information are not reIegated to simple physical 

intrusion or protechon(Lyon, 1994). Within a legal context, privacy is never clearly 

defined and current laws fail to address al1 the aspects of pnvacy including informational 

privacy and data protection. 

Finally, some unions hold to a bread-and-butter theory that limits how far their 

pursuits of pnvacy protection may lead. Such an approach is not inherently bad as 

pnvacy concerm become useless if the employee does not have a job to start with. Issues 
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of privacy are dealt with in two different ways. First, the importance of privacy protection 

does not always focus on how the employee has becorne a victim of privacy invasion, but 

rather the importance of the information collected about the employee becomes a major 

concem. Secondly, the focus of pnvacy concems has a tendency to focus on the worker 

rather than the work. Again, this is not an inherently bad point, but it does illustrate that 

the boundaries and relations of privacy and pnvacy concerns are ever changing. Because 

privacy is complex and ever changing, unions have had to deal, or better yet, are forced to 

deal with the fact that there is a trade off involved in the workplace between privacy and 

social control. The multitude of privacy definitions makes the union privacy concems 

that much more difficul?'. 

The challenge now for the employee is to becorne involved in a process of 

awareness; a self-awareness that encompasses a lcnowledge of the complexities of the 

social, economic, and bureaucratie elements of privacy. An era of enlightenment is 

needed, one that will cast a light on the shadow of privacy and on the shadow of the 

employee. The potentials of surveillance in the workplace must be known, as well as the 

innate and consequential dangers of a monitored workplace. Without howing the 

flexible boundaries of privacy, how can one know what one is fighting for when the threat 

is unknown? The issue of privacy in the workplace is an important one, and one that 

deserves attention. But it is a concept, a right, and a relation that becomes disguised 

behind the over-hyped totality of control. Privacy's undulatory presence should not 

" It must be noted that these findings do not represent al1 unions, but rather the unions and 
union cases that were investigated for this thesis. 
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fighten or discourage privacy advocates, "violated" employees or union representatives. 

Nevertheless, it should spark debate over what is privacy, and provide a stepping Stone for 

further inquiry. The workplace and its elements of social control, self-discipline, and 

panoptic properties should represent a fertile ground for the exploration of privacy, one 

that is just undenvay. It is a matter of balance and a matter of control by the employee 

and the employer. The workplace has reached a level of transparency, but it does not 

mean that everyone is necessarily exposed or violated. Instead, a transparent workplace 

has the potential to become a clearer workplace, where the employee and employer 

engage in a relationship of knowledge and trust. But this can only be reached when a 

balance between useful and useless information is defined, when the ernployee and even 

the employer endure a sense of awareness, and when privacy becomes more than just a 

rallying cry (Schuurman, 1995). 

Surveillance in the workplace will continue to increase, there is little doubt about 

that, But the way in which surveillance is conducted within the workplace must now 

become a prirnary concem. Rather than dealing with the consequences of surveillance in 

the workplace, employees and employers can together be a part of the developmental 

process. Tech-use policies, e-mail guidelines, uniodemployer coIIaboration, and upfiont 

information management practices are a few methods that can be used to deal with 

intensified workplace surveillance methoddS 

28 Privacy protection principles for genetic testing (Privacy Commissioner of Canada, 
1992) and workplace e-mail privacy (Wright, 1994) have been put forth by various 
Privacy Commissioners in the past. Some authors, such as Kristen DeTienne and Nelson 
T. Abbott (1993), also have contributed suggestions towards the development and 
conceptualization of employee surveillance. DeTienne and Abboît outlined a 7 step 
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Where unions are not usually present, usually in the white-collar private sector, 

attempts at educating employees to understand their privacy rïghts and the passage of 

adaptable, preventative, and protective oriented legislation should be some of the steps 

taken in dealing with surveillance related privacy invasion. New legislation should be 

able to constantly adapt to new technologies, prevent employee privacy invasion, and 

protect employee data before and after collection." Finally, an attempt at corporate 

enlightenment is necessary. Educating not only the employees but the empioyers is 

needed to instill the notion that privacy is possible to some extent in the workplace. Such 

a cooperative attitude could also elevate the level of mutual respect between ernployee 

and employer. Undertaking the task of employee/employer privacy self-awareness and 

corporate education is a difficult one, but one that attempts to place the conceptual social 

definition of pnvacy back into the hands of the individual. Therefore, there is a great task 

at hand to ernbark on a joumey towards a cultivated understanding of privacy within the 

bureaucratically organized, capitalist driven workplace. However, this new found 

understanding of privacy will not corne easily. Exploring the concept of privacy 

process useful in the designing stage of employee-centred electronic monitoring that 
included shaping the system to fit the tasks of the users, monitoring only appropriate work 
related information and a mandatory trial period, 

29 Discussions regarding provincial and federal e-commerce bills, meant to protect online 
consumer information, have dominated the technology section newspaper headlines for a 
couple of years now. Other legislation, such as Bill C-6, requires organizations "to allow 
consumers to opt-in or opt-out of companies collecting information about them" (Mingail, 
2000:E2). Slowly, provincial and federal legislation have tried to keep up with the 
expansion and increasing distribution of persona1 information. However, the majority of 
legislation has been aimed at consumers and the private sector and not necessarily 
emplo yees. 
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resernbles the exploration of an unknown swamp, and while standing on firm ground of  

what we want to cal1 or what we think is privacy, we sink into the murkiness of its 

definition m e s s ,  1992: 3). But we do not have to sink. Instead we must become 

involved in the organization and conduct of the workplace, defining ourselves as 

empIoyees and not data subjects. 
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